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Acronyms

APR OIG Audit and Program Review Section
ARO Affordability Requirements Ordinance
CACC Chicago Animal Care and Control

CDOT Chicago Department of Transportation
CFD Chicago Fire Department

COLS City-Owned Land System

CPD Chicago Police Department

CPL Chicago Public Library

DFSS Department of Family and Support Services
DHR Department of Human Resources

DOB Department of Buildings

DOH Department of Housing

DPD Department of Planning and Development
DSS Department of Streets and Sanitation
GAGAS Government Auditing Standards

IL OSHA lllinois Department of Labor’s Division of Occupational Safety and Health
IPS Information Public Sector

IT Information Technology

MCC Municipal Code of Chicago

OBM Office of Budget and Management

OEMC Office of Emergency Management and Communications
OIG Office of Inspector General

OPSA Office of Public Safety Administration

PPP Paycheck Protection Program

ZBA Zoning Board of Appeals
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| | Mission

The City of Chicago Office of Inspector General (OIG) is an independent, nonpartisan oversight
agency whose mission is to promote economy, efficiency, effectiveness, and integrity in the
administration of programs and operation of City government.

The OIG Audit and Program Review (APR) section supports the OIG mission by conducting
independent, objective analysis and evaluation of municipal programs and operations, issuing
public reports, and making recommendations to strengthen and improve the delivery of public
services.

APR conducts performance audits of Chicago municipal programs and operations in accordance
with generally accepted government auditing standards (GAGAS or “Yellow Book,” 2018 revision)
established by the United States Government Accountability Office. As defined in GAGAS 1.21,

Performance audits provide objective analysis, findings, and conclusions to assist
management and those charged with governance and oversight with, among other things,
improving program performance and operations, reducing costs, facilitating decision
making by parties responsible for overseeing or initiating corrective action, and contributing
to public accountability.

In addition to performance audits, APR may also generate non-audit work such as advisories,
notifications, and descriptions of programs.

APR’s role is separate from, but complements, the work performed by the OIG Investigations and
Public Safety sections. Investigations primarily examines allegations of individual misconduct or
wrongdoing, and Public Safety focuses on the Police Department, Civilian Office of Police
Accountability, and the Police Board, endeavoring to promote public safety, protect civil liberties
and civil rights, and ensure the accountability of the police force. APR undertakes projects designed
to help the City maximize the effectiveness and efficiency of programs and processes. APR is also
distinct from the OIG Compliance Section, which performs legally mandated reviews of the City’s
hiring and employment practices to ensure compliance with the City’s various hiring Plans.
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1 | Purpose of the Annual Plan

The purpose of the APR Annual Plan is to identify potential projects for the upcoming fiscal year.
Projects are selected based on OIG’s prioritization criteria, as described below.

A | Subject to Change

The Annual Plan is a guiding document that is subject to change; it does not prohibit APR from
setting new priorities or initiating different projects over the course of the year. Circumstances that
arise during the year may prompt OIG to undertake new, higher priority projects or reduce the
priority of a planned project. Some topics on the Annual Plan may be deferred to following years. In
addition, a project on the Annual Plan that originally begins as an audit may instead be completed
as an OIG advisory, department notification, or other non-audit report, or terminated if OIG
determines that further work will not bring substantial benefit to the City or is not cost-effective for
OIG.

B | Departmental Action

OIG encourages City departments to proactively assess any program included in the Plan and to
alert OIG to any corrective action taken in advance of and/or during an APR performance audit.
Such action will not necessarily deter APR from auditing the program, but the audit will assess and
report on any proactive and promptly reactive measures the department has taken.

C| Process

The Annual Plan is drafted in consultation with the Inspector General, senior OIG staff, and APR
staff, with final approval by the Inspector General. OIG publishes a draft of the Annual Plan for
public comment each year, and then reviews, updates, and publishes the final Plan with
consideration of the public comments.
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11 | Selection of Topics for Inclusion in the
Annual Plan

A | Topic Source

OIG gathers potential audit topics from a variety of sources, including intakes received from the
public; suggestions from City officials, employees, and stakeholders; past OIG reports; OIG
investigations; OIG staff knowledge; other governments’ performance audits, audited financial
statements, internal audits, and risk assessments; new City initiatives; program performance
targets and results; public hearings and proceedings; and public source information, including
media, professional, and academic reports and publications.

OIG encourages the public to submit suggestions anytime through the OIG website:
igchicago.org/intakeform/.

B | Prioritization Criteria

OIG considers several factors in selecting projects for the Annual Plan, including preliminary risk
assessments of the programs or services involved in potential new project topics; the unique value
a potential project might bring to City stakeholders; and the availability of APR resources, taking
into account resources required to conduct follow-ups on past reports.

C| Risk Assessment

A risk factor is an observable and/or measurable indicator of conditions or events that could
adversely affect an organization, absent effective internal controls. APR’s assessment of topics is
based on risk factors reflecting the nature and potential vulnerabilities of departments, programs,
and vendors. APR considers a variety of risk factors, such as,

e Resources used to deliver service
0 Size (in dollars budgeted) of department/program
0 Number of staff working in department/program
e Public interest/impact
o Critical to the City’s mission or core service provision
0 Affects public health or safety
0 Affects vulnerable populations
0 Affects equitable provision and distribution of City services and support
e Number of residents, employees, and/or businesses affected/served
o Quality/quantity of service provision
o Customer satisfaction
o Compliance with laws, regulations, or policies
e \olume, type, and dollar amount of financial transactions
e Quality of internal control systems, including,
o0 Existence of robust operational policies and procedures
0 Existence and use of performance metrics
¢ Underfunded mandate or mismatch between program objectives and available resources
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APR assesses risk based on discussions with departments and leadership, information requested
from departments, information obtained from prior OIG work, publicly available information, and
additional research. In some cases, OIG selects a project because there is a preliminary indication
of specific program vulnerabilities. In other cases, OIG selects a project where there is little or no
indication of program vulnerabilities, but the public and governmental leadership would benefit from
independent evaluation and assurance that the program is working well.

D | OIG Role and Value Added

OIG seeks to add unique value arising from its role as the City’s independent oversight agency by
prioritizing APR projects that,

e analyze performance of governmental operations and programs where analysis requires
data and information not available to external entities;

e analyze governmental operations and programs where no recent independent analysis
exists;

o develop knowledge of the operation of municipal programs and services; and/or

e analyze narrow, obscure, or complex aspects of municipal operations that receive little
attention (in addition to broad scope topics).

In addition, OIG strives to ensure that the selection of projects provides coverage across the full
spectrum of governmental functions and services.

E | Follow-Up on Past APR Reports

APR evaluates each completed audit six months after publication to determine whether, when, and
how to conduct follow-up. Factors considered in determining what, if any, follow-up action to take
include the nature of the original findings and recommendations, changes in management or staff
structure, and external circumstances affecting the department. For example, APR may decide to
postpone follow-up for an additional six months, conduct another full audit with complete re-testing,
or simply request and evaluate documentation of corrective actions from management.

Follow-up reports are an essential part of the oversight process because they enable OIG to
evaluate the actions taken by a department or agency to address problems identified in the original
audit report. For that reason, they take the highest priority when planning the activities of APR
personnel.

F | Available Staff Resources

The number, experience, and specific expertise of staff available to APR affect the selection of
project topics and their scope. APR will not undertake projects unless OIG has the required
competencies available among its personnel or can procure them from external sources. APR will
request assistance from other OIG staff when their specialized expertise (e.g., legal or data
analysis) may benefit a project, and will adhere to all GAGAS requirements for the use of such
internal specialists.

To maximize their utility, performance audits must be timely. Unexpected delays caused by an

auditee, such as slow responses to APR requests, or problems with the quality of program data, are
noted as findings or limitations in published audit reports. Proper planning requires the Deputy
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Inspector General and Chief Performance Analysts to assign adequate staff—or, if necessary,
reduce audit scope—to ensure timely completion of all projects.
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IV | 2024 New Projects

As projects are completed and staff become available, APR reviews the topics on the Annual Plan
and conducts additional research prior to launch. (“Launch” is the official opening of an audit with a
department.) The final decision to launch a project requires approval by the Inspector General on a
just-in-time basis, because circumstances affecting the decision of whether or when to launch a
specific project are expected to change throughout the year.

APR groups the 22 potential project topics listed below into 5 broad categories corresponding with
the functions and departments presented in the City’s Annual Appropriation Ordinance, Summary
E. The topics are not ranked. The numbers below are provided solely for ease of identification. Each
topic listed includes,

Background  Background on and relevance of the topic.

and

Rationale:

Potential Potential questions the project will seek to answer. APR refines the objectives after
Obijectives: obtaining more information about the topic from the department.

There are four projects on the 2023 Plan that have not been launched and will not be carried over
to the 2024 Plan because they were considered lower priority than other projects. These projects
are:

o Department of Cultural Affairs and Special Events Chicago Film Office

e Chicago Department of Public Health’s Enforcement of Prohibition on lllegal Dumping

o Department of Family & Support Services’ (DFSS) Gender-Based Violence and Human
Trafficking Reduction

e Food Equity Council and Agenda

A| City Development and Regulatory
1. Zoning Board of Appeals (ZBA) Explainer

Background Property owners must receive approval from the ZBA to develop a property in a

and way that does not comply with the Chicago Zoning Ordinance. The Ordinance

Rationale: limits such variations to situations in which strict compliance would create
specific difficulties or hardships. Through an initial review of meeting minutes, it
appears the ZBA approves most variation requests. However, publicly available
documentation does not appear to demonstrate the specific hardships defined
by the ordinance.

Furthermore, the variation application process is legally complex and requires
numerous fees, creating the risk that it will be restricted to those with the
resources to navigate the process. This explainer will describe ZBA’s decision-
making process and provide transparency regarding the compliance of
variations with the reasons allowed in the Municipal Code of Chicago (MCC).
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Potential e To describe the ZBA's process of reviewing and approving property
Obijectives: developments that vary from the Chicago Zoning Ordinance.
e To describe how ZBA documents variation decisions with supporting
approval criteria, evidence, hardships, and/or other review factors.

2. Chicago Animal Care and Control (CACC) Operations

Background CACC plays a critical role in ensuring the humane care of Chicago’s animals

and through sheltering, pet placement, education, and animal law enforcement; it

Rationale: receives 40,000 calls a year to 311 and provides in-house medical care to more
than 16,000 animals per year. This audit would determine whether CACC’s
enforcement procedures align with national animal care and control best
practices. It would also determine whether CACC’s medical and drug supplies
are controlled and protected from loss and whether a documented plan exists to
ensure CACC operations can continue in the event of a disaster.

Potential e Do CACC'’s enforcement policies and procedures align with National Animal
Obijectives: Care and Control Association Guidelines?
¢ Does CACC’s inventory management policies ensure medical supplies,
including drugs, are controlled and protected from loss?
¢ Does CACC have a disaster plan that aligns with best practices?

3. City-Owned Land Management

Background In recent years the Department of Planning and Development (DPD) has

and developed an inventory of city-owned land for sale, known as the City-Owned

Rationale: Land System (COLS). COLS contains some additional records of land and
facilities managed by other departments. However, the City does not maintain a
comprehensive inventory of the land it owns and no department is tasked with
maintaining this information. Without a full inventory, the City cannot ensure
efficient enforcement of rules (such as illegal dumping, parking, and weed
cutting) or that its land is used and valued appropriately. Community members
cannot hold the City responsible for maintaining the land it owns if they cannot
identify the City as the owner.

Potential ¢ Has the City defined and implemented procedures to develop and maintain
Objectives: an accurate and comprehensive inventory of land assets?
e How will the City ensure that the inventory is accessible to City departments
that need it?
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4. Department of Buildings (DOB) Complex Demolitions

Background In April 2020, the implosion of an industrial smokestack at the former Crawford

and coal-fired Generating Power Plant covered the Little Village neighborhood in dust

Rationale: and pollution. This event highlighted the City’s shortcomings in interdepartmental
coordination.! The following year, City Council updated the municipal code to
define these types of potentially risky or large demolitions as “complex”
demolitions, which have more requirements than ordinary demolitions. DOB
issues permits for complex demolitions. This audit will examine whether DOB
ensures the necessary steps outlined for complex demolitions are followed,
including safety plans and approvals required by other city departments.

Potential ¢ Does DOB ensure applications for complex demolitions are complete,
Objectives: including safety plans and approvals required by other City departments?
¢ Does DOB conduct the required pre-permit inspections for complex
demolitions?

e Does DOB consistently identify demolitions that qualify as complex?

5. Inclusionary Housing Task Force Report Implementation

Background In September 2020, the Department of Housing (DOH) published the

and Inclusionary Housing Task Force Staff Report to inform updates of the City’s

Rationale: primary inclusionary housing tool, the Affordable Requirement Ordinance (ARO).
The ARO requires new and rehabbed residential developments to include a
percentage of affordable units, aiming to ensure that “private development
creates affordable housing in communities where the market and public policy
have failed to do so.” The report included nine recommendations to strengthen
inclusionary housing policies in Chicago. To provide transparency to the
residents of Chicago, this audit will assess what changes DOH has made to
inclusionary housing policies to address the Report’s recommendations.

Potential Has DOH implemented corrective actions to address the recommendations from
Objective: the Inclusionary Housing Task Force Staff Report?

B] Community Services
6. Chicago Public Library (CPL) Social Services Staff Development

Background The Chicago Public Library has served the city for nearly 150 years, often as the

and public’s first interaction with City services. In recent years, CPL has seen

Rationale: increases in the community’s need for library-based social services, access to
CPL’s social workers, and digital resources. Additionally, alderpeople have

"In March 2023, the OIG published an advisory noting that, in its recent inquiries, it had found a number of
areas of inefficiency and ineffectiveness in City government attributable to poor or inadequate coordination
among City departments. City of Chicago Office of Inspector General, “Advisory Concerning
Interdepartmental Coordination and the City’s Administrative Officer Position,” March 21, 2023,
https://igchicago.org/publications/advisory-on-interdepartmental-coordination-and-the-citys-administrative-

officer-position/.
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asked about the library’s response to some of the city’s most vulnerable
populations, including at-risk children and people experiencing homelessness.
As part of its 2020-2024 Strategic Plan, CPL set a number of goals to train staff
to meet these expanding needs, with particular focus on accessibility, diversity
and inclusion, and trauma-informed collective care. This audit would assess
CPL’s progress towards achieving these staff development goals as described in
its 2020-2024 Strategic Plan.

Potential o Have CPL staff received trauma-informed, collective-care training and does
Objectives: CPL have a process to ensure new employees receive the training?

o What progress has CPL made to embed diversity, equity, and inclusion
principles in all aspects of its operations?

e Has CPL created the “technology competency framework” and does it
ensure staff can fully support the technology needs of members of the
community?

e Are CPL staff trained and qualified to respond to the growing social needs of
the communities they serve?

o Does CPL’s workforce reflect the communities in which they work?

7. DFSS City Services for Older Adults

Background In 2019, the City envisioned Chicago as an age-friendly city where “all residents

and have a full capacity to lead long and healthy lives.”? Chicago’s regional

Rationale: population is aging, with an estimated 2 million people likely to be above the age
of 65 by 2050. DFSS’s Senior Services division “provides adults ages 60 and
older with access to services to remain healthy, safe, and independent” through
in-home and caregiver services and social, educational, and recreational
activities at 21 regional and satellite centers operated by delegate agencies. This
audit would assess the operations of the Senior Services division and their
provision of services to Chicago’s older adults.

Potential e To determine the City’s goals regarding service provision to older adults.
Objectives: ¢ Does the City track performance toward its goals and make operational
adjustments to improve performance?
e Does DFSS follow its Active Contract Management strategy and review its
contracts with delegate agencies for performance outcomes and outputs?

2 Chicago Department of Public Health, “Healthy Chicago Databook: Older Adult Health,” 2, accessed
September 13, 2023, https://www.chicago.gov/content/dam/city/depts/cdph/statistics_and_reports/CCHE-
001_OlderAdults Databook_r5a.pdf.
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8. DFSS Domestic Violence Help Line

Background Domestic and gender-based violence remain a pernicious issue in Chicago’s

and communities. The Network recently reported that, “A snapshot of Chicago Police

Rationale: Department data shows domestic violence-related homicides [...] have
increased in the last three years. This increase in lethality disproportionately
affects communities of color. Contacts to [the Chicago Police Department
(CPD)] related to domestic violence continue on a downward trend [...
suggesting] that non-police response systems are needed to intervene for
survivors who do not feel police are the right tool to meet their needs.”?® The City
of Chicago’s Domestic Violence Help Line—(877) 863-6338—is a 24-hour
confidential number for domestic violence victims, concerned parties, helping
professionals, and perpetrators. Volunteers at the help line connect almost 3,000
callers a month to services and information in over 140 languages.*

DFSS contracts with a third party to operate the help line and is responsible for
general oversight and dissemination of help line data. Because the operation of
the City’s help line is wholly dependent on a contractor, this audit would examine
the City’s oversight of that third party and its contractual obligations.

Potential e Does the City ensure domestic violence victims receive the care and
Objectives: services they need by:

0 ensuring contract requirements align with best practices related to the
operation of a domestic violence help line;

0 ensuring the contractor meets the performance metrics established in its
contract, and uses the metrics, in collaboration with the City, to inform its
operations; and

0 ensuring it meets the contractual obligations regarding help line
infrastructure and translation services?

3 The Network, “Measuring Safety: Gender-Based Violence in lllinois (Data Report 2022),” accessed October
24, 2023, https://the-network.org/wp-content/uploads/2023/08/23 08 14 MeasuringSafety 2022 Digital-
compressed.pdf.

* City of Chicago, “Help on Domestic Violence,” accessed September 13, 2023, https://www.chicago.gov/
city/en/depts/fss/provdrs/dom_violence/svcs/domestic_violencehelpline.html.
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9. DFSS Community Service Centers

Background
and
Rationale:

Potential
Objectives:

DFSS operates six Community Service Centers across Chicago. These centers
provide a whole-of-government approach to help vulnerable individuals and
families access essential resources such as food, shelter, and clothing.
Additional resources provided by the centers include, but are not limited to,
domestic violence support, financial assistance programs, and job training and
placement services for the formally incarcerated. Given the array of services
offered, it is essential that Community Service Centers coordinate with other City
departments and social service providers. Furthermore, because these centers
are public-facing entities that connect residents to essential human services, it is
critical to the people served, and to broad public confidence in City government,
that DFSS is responsive to the communities it supports.

e To describe how DFSS Community Service Centers coordinate with City
departments, delegate agencies, and external stakeholders to support the
needs of the communities they serve.

e Has DFSS defined specific social service outcome goals of its Community
Service Centers?

e Does DFSS measure progress towards the outcome goals and determine
whether the whole-of-government approach benefits the community at the
level intended?

e How does DFSS ensure intended program beneficiaries actually receive the
services?

C| Finance and Administration
10. DOF’s Management of Outstanding Debt

Background
and
Rationale:

Potential
Obijectives:

It has been recently reported that debtors owe the City more than $6.4 billion in
unpaid fees, fines, and other debts that have accumulated since 1990. City
officials have reportedly indicated that a small group of individuals are
responsible for a substantial portion of the debt, but that it could not provide a full
list of debtors because of litigation and administrative burden based on the
volume of debt transactions.

e To determine whether the City can identify all debts and debtors.
e To determine whether current City practices prevent or reduce the risk of
unpaid and delinquent fines, fees, and other debts.
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11. Swiping Policy Enforcement

Background  The City’s swiping policy was recommended by an absenteeism task force which

and examined “the extent and causes of absenteeism among City employees.” The

Rationale: policy was to address absenteeism and provide “needed public accountability.”
It explicitly requires that every City employee “swipe in and out each day,” and
that “single swiping is no longer permitted regardless of past practice, position,
title, or function.” Exceptions to the rule require the approval of both DOF and
the Office of Budget and Management (OBM). The policy also defines approved
swipe locations and prohibits employees from commuting to and from home “on
the clock.” OIG investigations have substantiated time fraud by City employees.
This audit seeks to determine whether the City enforces the swiping policy,
reducing the risk of employee time fraud.

Potential e Do DOF, OBM, and other City departments enforce the swiping policy?
Objectives: e Has DOF and OBM approved, as exceptions to the policy, those employees
who do not comply with the policy?
e Do departments monitor time and attendance reports to ensure employees
swipe in and out at their assigned location?
e Since the swiping policy was instituted, have there been any changes
implemented or considered?

12. Mayoral Boards and Commissions

Background Chicago’s municipal government includes over 100 boards and commissions

and with members appointed by the mayor: for example, Special Service Area

Rationale: commissions, advisory groups such as the Board of Health, and regulatory
bodies like the Zoning Board of Appeals and the Emergency Telephone System
Fund Board.®

The composition and responsibilities of these groups are governed by various
ordinances, laws, and executive orders, but detailed information about their
budgets and operations is not always easily available. Limited transparency
creates concerns around conflict of interest, given that appointees are City
officials subject to Ethics Ordinance restrictions on their political and business
activities.®

This project would provide transparency into the functions of mayoral boards and
commissions, quantify their use of taxpayer dollars and City resources, and
evaluate their compliance with relevant regulations.

5 City of Chicago, “Office of the Mayor — Boards and Commissions,” accessed September 8, 2023,
https://webapps1.chicago.gov/moboco/.

6 City of Chicago, “The Ethics and Open Meetings Guide for Board and Commission Members,” 2, August
2019, accessed September 8, 2023,

https://webapps1.chicago.gov/moboco/resources/pdf/Ethics Booklet.pdf.
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Potential e What are the operating budgets and activities of mayoral boards and
Obijectives: commissions?
e Are mayoral boards and commissions constituted according to the relevant
requirements?
e Are appointed members of boards and commissions in compliance with the
disclosure requirements of the City’s Ethics Ordinance?

13. Earmarked Funds

Background Earmarked funds are monies set aside by City Council for special purposes such

and as homelessness prevention, the emergency telephone system, and public art.

Rationale: These funds are typically raised through City fees and surcharges, and in many
cases, MCC requires them to be kept separately from the City's general expense
fund ("the corporate fund").

During the course of a recent audit, OIG discovered that an earmarked fund
required by MCC did not exist within the City accounting system and that the
earmarked money had instead been deposited into the corporate fund. In
response to the audit, DOF retroactively created and balanced the fund. This
raised procedural questions about how earmarked funds are managed after
being established by City Council. This audit will determine whether earmarked
taxpayer dollars are collected and spent as intended.

Potential e Whatis the process to ensure that special funds required by the MCC are
Objectives: created in the City’s accounting system?
e Have the funds and separate accounts required to exist by the MCC been
created and are they actively used?
e What procedures ensure that the creation and use of special funds is
transparent to the public?

14. Outside Employment Policy

Background  The City of Chicago Personnel Rules require all City employees who seek

and outside employment to “request in writing with her or his department head for

Rationale: permission.”” OIG is aware that some departments do not require employees to
obtain permission. Enforcement of this rule is an essential tool for the City to
ensure an employee’s outside employment would not involve a conflict of
interest, interfere with the performance of duties, or conflict with their assigned
working hours. Furthermore, knowledge of outside employment could aid the
efficient investigation of fraud allegations, such as Paycheck Protection Program
(PPP) fraud.

Potential e Does the City ensure each department enforces the Outside Employment
Objective: policy within the Personnel Rules?

" City of Chicago Department of Human Resources, “Personnel Rules,” September 10, 2014, 59, accessed
September 7, 2023, https://www.chicago.gov/content/dam/city/depts/dhr/supp_info/HRpolicies/2014
PERSONNEL RULES-FINAL 2014 v3.pdf.
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D| Infrastructure

15. Advisory on Citywide Implementation of Hansen and Information
Public Sector (IPS) Software

Background
and
Rationale:

Potential
Objectives:

Outdated and inefficient software directly impacts the City’s ability to provide
services to members of the community. The City first implemented a software
program for inspections, permitting, and licensing (Hansen 7) in 2001. It began
updating this software in 2009 and, in the 14 years since, has paid
approximately $80 million to its parent company. In response to past OIG
projects, Departments have frequently asserted that their reliance on the
outdated software prevents them from implementing recommendations to
improve service delivery and data collection.

The City has been engaged in an enterprise-wide Information Technology (IT)
modernization effort since 2021. While some departments are using a more
recent version of the software (IPS), others — including the Chicago Fire and
Building Departments — are still using Hansen 7 to conduct core functions. IT
applications with outdated capabilities, uneven implementation, and inability to
communicate with other systems have deep impacts on the government’s ability
to operate efficiently, effectively, and economically. Inefficiencies and waste
caused by the use of these systems impact the city’s financial resources,
credibility, and quality of service to the public and other entities that engage with
city services.

e To describe OIG’s past observations about Hansen and IPS.
e To describe how the technological deficiencies reported by departments
impact the services provided to Chicagoans.

16. AIS City Cybersecurity Incidence Response Plans

Background
and
Rationale:

Potential
Objective:

IT security is widely recognized as a high-risk area in government, and local
governments are increasingly the target of cybersecurity and ransomware
attacks. According to the Federal Bureau of Investigation, in 2022 government
facilities ranked in the top 3 infrastructure sectors victimized by ransomware and
lllinois ranked among the top 10 states by both number of victims and dollars.
Cybersecurity breaches harm government’s ability to provide services and can
impact regulatory compliance, financial assets, human health and safety, and
public trust and confidence. IT incidents impact internal users of City
government systems, anyone attempting to access city services electronically,
and taxpayers when the government has to divert resources to recover from an
attack. This audit would examine the robustness of the City’s cybersecurity
incident response plans.

¢ Does the City of Chicago’s cybersecurity incident response plan align with
best practices?
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17. Department of Streets and Sanitation (DSS) Blue Cart Recycling

Background DSS is responsible for the Blue Cart Recycling program, which entails collecting

and waste from residential properties with four units or less. The Blue Cart Recycling

Rationale: program services over 620,000 residential units and, in 2022, cost $26.5 million.
In April 2021, the City contracted with a private waste hauler to collect
residential recycling in four of Chicago’s six recycling regions. DSS crews service
the remaining regions. In 2021, the City published a Waste Strategy that
recommended improvement to the Blue Cart Recycling program. This audit will
evaluate whether DSS has implemented the recommended improvements and
whether the fee for garbage collection covers DSS’s costs to provide the service.

Potential ¢ Has DSS implemented the improvements to the Blue Cart Recycling
Objectives: program, as recommended within the Waste Strategy?
¢ Does the fee for garbage collection cover DSS’s costs to provide the
service?

¢ Do Blue Cart Service Areas handled by the private hauler experience higher
capture rates for recyclable material than zones handled by DSS crews?

18. CDOT Street Resurfacing and Maintenance

Background In a 2015 audit, OIG found that the Chicago Department of Transportation’s

and (CDOT) pavement management program did not meet federal guidelines and

Rationale: lacked sufficient street condition data, relying instead on constituent complaints
and visual inspections. The audit also found that the City could save $4.6 million
annually by reallocating money from resurfacing to preventive maintenance.
Poor street conditions continue to concern roadway users. This audit will re-
examine the City’s pavement management program to determine whether
improvements have been made to increase the efficiency and effectiveness of
the program.

Potential e Does CDOT manage streets in a cost-effective way that extends pavement
Objective: life?

E| Public Safety

Note: OIG’s Public Safety Section conducts inspections, evaluations, and reviews of City police and
police accountability programs, operations, and policies.

19. Office of Public Safety Administration (OPSA) Civilianization

Outcomes
Background Civilianization is the process where administrative positions held by sworn or
and uniformed officers are converted into positions that are held by non-sworn or
Rationale: non-uniformed individuals. Civilianization presents opportunities for cost savings

and increased operational efficiencies. Past OIG reports identified missed
opportunities to civilianize positions in the police and fire departments. In 2019,
the City realigned administrative functions of CPD, the Chicago Fire Department
(CFD), and the Office of Emergency Management and Communications (OEMC)
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under OPSA. This project will determine what progress OPSA has made toward
achieving the goal of moving sworn officers and uniform fire personnel from
administrative roles and to the field.

Potential ¢ Have CPD and CFD maximized opportunities for civilianizing positions?
Objective:

20. CFD Overtime Management
Background  Despite budgeting $211 million for overtime between 2017 and 2022, CFD spent

and over $404 million on overtime across those six years. While some use of

Rationale: overtime is expected, excessive or inequitably distributed overtime may indicate
suboptimal personnel management. This audit will evaluate CFD’s overtime
practices.

Potential o Does CFD allocate staff in a manner that minimizes overtime?

Obijectives: e Does CFD maintain and enforce policies that ensure appropriate and

equitable assignment of overtime to staff?

21. OEMC Workforce Management

Background During recent OEMC budget hearings, office management has described

and difficulties in filling vacancies for 911 dispatchers. They explained an increased

Rationale: rate of vacancies due to a large cohort of employees reaching retirement age.
Management of the existing workforce is the first step to ensuring the Office
maintains an effective public safety response. This audit would review and
evaluate OEMC’s procedures for workforce management including staffing,
scheduling, stress management, and training.

Potential e Does OEMC's staffing and scheduling policies meet best practices?
Objectives: e Does OEMC ensure new and veteran 911 dispatchers obtain the training
required by best practices, including Critical Incident Stress Management?
e Does OEMC monitor staff to ensure they maintain adequate performance?

22. CFD’s Compliance with IL OSHA'’s Occupational Safety and Health
Compliance Guide for Fire Departments

Background  The lllinois Department of Labor’s Division of Occupational Safety and Health (IL

and OSHA) enforces regulations designed to prevent injury and loss of life in fire

Rationale: department operations. IL OSHA investigated the recent death of a firefighter
and inspected CFD operations related to the incident. It concluded that while
CFD largely operated according to established procedures, “certain procedures
were not followed.” IL OSHA cited CFD with four violations, one of which was a
repeat violation. It also made 15 recommendations to ensure compliance and
reduce the risk of future injuries or deaths.
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Potential e Has CFD incorporated corrective actions regarding IL OSHA’s
Obijectives: recommendations, including those related to “medical evaluation[s] to
determine the employee’s ability to use a respirator” and the standard that
firefighters “enter together, stay together, [and] exit together” with no
exceptions?
e Does CFD ensure operations adhere to IL OSHA’s Occupational Safety and
Health Compliance Guide for Fire Departments?®

8 lllinois Department of Labor Division of Occupational Safety and Health, “Occupational Safety and Health
Compliance Guide for Fire Departments,” accessed February 11, 2024, https://labor.illinois.gov/content/dam
[soi/en/web/idol/laws-rules/safety/siteassets/pages/il-osha-factsheets-publications/il-osha-compliance-guide-
for-fire-departments-v1637400275761453796.pdf
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V | Reports Published in 2023

APR published the following nine reports in 2023.° All are available at igchicago.org.

A| City Development and Regulatory

1. Follow-Up to the City’s Compliance with the TIF Sunshine Ordinance and TIF Surplus
Executive Order, published November 29, 2023

B] Community Services

2. Chicago Department of Public Health’s Construction and Demolition Debris Recycling
Enforcement, published June 14, 2023

3. Department of Family and Support Services Outreach to Encampments of People
Experiencing Homelessness, published August 23, 2023

C| Finance and Administration

4. Advisory on Interdepartmental Coordination and the City’'s Administrative Officer Position,
published March 21, 2023

5. 2nd Follow-Up of OIG’s Audit of DHR Performance Evaluation Process, published March
15, 2023

D| Infrastructure

6. Follow-Up of the DSS Commercial and High-Density Residential Recycling Enforcement
Audit, published March 2, 2023

7. Chicago Department of Transportation Driveway Billing Third Follow-Up, published August
18, 2023

8. Understanding the City of Chicago’s Response to Sewer Cave-In Complaints: An Explainer,
published December 18, 2023

E| Public Safety

9. Follow-Up to OIG’s Second Audit of the Chicago Fire Department’s Fire and Emergency
Medical Response Times, published September 28, 2023

9 Published reports are grouped into the same 5 broad categories described in section IV, 2024 New
Projects.
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VI | Projects in Progress

The following 18 projects are underway as of [publication date]."°

A| City Development and Regulatory

1. Audit of DOB and Department of Law’s Prosecution and Resolution of Off-Premise Sign
Permit Violations

2. Audit of the Information Security Office’s IT Project Review

B] Community Services

3. Mental Health Equity

4. Follow-up of OIG’s Audit of the Department of Family and Support Services Strategic
Contracting
5. City Services for New Arrivals

C| Finance and Administration

6. Audit Regarding the Status of Workers’ Compensation Improvements Recommended by
Grant Thornton LLP

7. Advisory Concerning the City’s Reliance on Complaints to Provide City Services
8. Equity Impacts of Prompt Payments

9. City Council Office of Financial Analysis Compliance with Municipal Code Reporting
Requirements

10. Audit of DHR’s Administration of the Civilian Employee Assistance Program

D| Infrastructure

11. Water Billing Accuracy

12. Review of the City’s Progress Toward a Safe and Convenient Bikeway Network
13. DSS Rat Abatement

14. Follow-Up to OIG’s Audit of DOB’s Permit Inspection Process
15. Audit of DSS’s Administration of Auto Pounds

E| Public Safety

16. Audit of CFD’s Fire Prevention Bureau’s Inspection Process
17. Audit of OEMC’s 311 Service Request Performance
18. Analysis to Determine CFD’s Recruitment, Hiring and Promotions Outcomes

9 Projects in progress are grouped into the same 5 broad categories described in section IV, 2024 New
Projects.
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The City of Chicago Office of Inspector General is an independent, nonpartisan oversight agency
whose mission is to promote economy, efficiency, effectiveness, and integrity in the administration
of programs and operations of City government.

OIG’s authority to produce reports of its findings and recommendations is established in the City of
Chicago Municipal Code §§ 2-56-030(d), -035(c), -110, -230, and -240.

For further information about this report, please contact the City of Chicago Office of Inspector
General, 740 N. Sedgwick St., Suite 200, Chicago, IL 60654, or visit our website at igchicago.org.

Talk to Us

(833) TALK-2-1G/(833) 825-5244
talk2ig@igchicago.org
Igchicago.org/talk2ig

OIG Business Office
(773) 478-7799

Cover photo courtesy of the Department of Assets, Information, and Services
Alternate formats available upon request.
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