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EXECUTIVE SUMMARY

In April 2019, the City of Chicago Office of Inspector General (OIG) published a report on the
Chicago Police Department’s (CPD) so-called “gang database.” OIG reported that CPD captured,
reported, and visualized gang data and gang affiliation designations in at least 18 different forms,
records, and systems of records. OIG found that CPD’s Gang Arrest Cards, one of the
Department’s largest repositories of gang information, evidenced wide-reaching data quality
concerns. OIG also found in 2019 that CPD:
•
•
•
•

had no mechanism for informing individuals that they had been designated as a gang
member;
did not have processes for individuals to contest or appeal gang designations;
did not have processes to regularly review or purge outdated or faulty designations; and
had no internal mechanism to amend inaccurate gang information.

OIG’s analysis of Gang Arrest Card data found that Black or African American and Latinx persons
comprised 95% of the 134,242 individuals designated as gang members during arrest, were
designated at both younger and older ages, and were issued more Gang Arrest Cards per person
than White gang designees.1
OIG issued 27 recommendations to CPD in its original report; CPD agreed to fully implement
most, partially implement some, and declined to implement one. At the center of CPD’s
response was its proposal for a new system for storing gang information and gang affiliation
designations; CPD published a new draft General Order to govern the administration of that
system.
This follow-up report provides an update on the status of CPD’s collection and maintenance of
gang data, as well as CPD’s progress on the commitments formally made in response to OIG’s
April 2019 recommendations. Specifically, the objectives of this report were:
•

•
•

To determine the current status of CPD’s planned gang intelligence database, now known
in CPD’s draft General Order G10-01-03 as the “Criminal Enterprise Information System”
(CEIS).
To assess CPD’s progress toward fully articulating the strategic purpose and value of
collecting and storing information on individuals presumed to be involved in gangs.
To evaluate the extent of CPD’s community engagement in planning the launch of the
CEIS and the extent of CPD’s responsiveness to community concerns.

1

Office of Inspector General, “Review of the Chicago Police Department’s ‘Gang Database,’” April 11, 2019, p. 4,
accessed January 28, 2020, https://igchicago.org/wp-content/uploads/2019/04/OIG-CPD-Gang-DatabaseReview.pdf.
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OIG reached three new findings herein:
•
•
•

CPD has made minimal progress toward an operational CEIS.
CPD has not clearly and specifically articulated the strategic value of its proposed system
for collecting gang affiliation information.
CPD has taken some measures to adopt community feedback on its gang data collection,
but for eight months, it offered a public-facing description of the CEIS which may have
been misleading with respect to a key policy concern.

CPD’s lack of progress toward an operational CEIS may be measured on five separate metrics:
the lack of a clear timeline for completion; the absence of clear managerial responsibility for its
development; confusion within CPD over the drafting status of G10-01-03; critical policy
decisions remaining unresolved or underdeveloped; and CPD continuing to rely on old systems
and sources for gang data.
On the issue of the strategic value of CPD’s gang information, in April 2019, OIG cited interviews
in which CPD members observed that CPD’s gang designation information often becomes
inaccurate as soon as it is documented.2 At that time, OIG made recommendations that would
have clarified the strategic purpose and value of CPD’s gang data collection efforts. Specifically,
OIG recommended that CPD should add a clearly defined “purpose” section to its CEIS directive
and “provide regular, formal refresher training updates to officers on the evolving nature of
gangs in Chicago.”3 CPD agreed with both of these recommendations at the time. This follow-up
report finds that, nearly two years later, CPD has not implemented these recommendations. Nor
has CPD in any other way provided a clear statement of how its proposed system for collecting
gang data will remain more up-to-date and accurate––and therefore, more useful for crime
fighting purposes––than the prior version.
Finally, this report speaks to CPD’s community engagement efforts from April 2019 to the
present and how they have influenced the development of the CEIS. OIG finds that CPD’s most
significant community engagement effort took place immediately after the release of OIG’s April
2019 report, when CPD held a public comment period on draft General Order G10-01-03 and
received 421 public comments. CPD incorporated some of these comments into the two
subsequent versions of the draft directive and conducted some in-person community meetings,
although further scheduled meetings were derailed by the onset of the COVID-19 pandemic. The
most significant failing of CPD’s public engagement on the CEIS is that the Department left an
outdated version of draft General Order G10-01-03 (from February 2020) publicly posted on its
website for eight months after internally completing a successor draft (in July 2020). The more
recent July 2020 draft, which was not posted publicly when it was drafted, significantly broadens
the circumstances under which district law enforcement officers may enter an individual’s
information into the CEIS by eliminating the restriction that district law enforcement may only
make an entry during the completion of an Automated Arrest Report. The prospect of individuals
2
3

Office of Inspector General, “Review of the Chicago Police Department’s ’Gang Database,’” p. 53.
Office of Inspector General, “Review of the Chicago Police Department’s ’Gang Database,’” p. 133, 137.
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being identified as gang members without having committed any criminal offense was a concern
for multiple community members who provided public comments. Therefore, the retention of
the February 2020 version of draft General Order G10-01-03 on CPD’s website for months after
it was out of date, and the failure to post the July 2020 version, may have misled the public with
respect to a key policy concern.
In sum, OIG concludes that CPD has fallen critically short of meeting the commitments it made in
response to OIG’s April 2019 findings and recommendations.
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In April 2019, the City of Chicago Office of Inspector General (OIG) published a report on the
Chicago Police Department’s (CPD’s) so-called “gang database.”4 OIG found that CPD had long
been designating both individuals and geographic areas as gang-involved and that CPD had
captured, reported, and visualized gang-related data in at least 18 different forms, records, and
systems of records.5 However, contrary to public understanding, the data was not combined into
a unified, standalone “gang database,” but rather, at least 18 separate forms, records, and
systems of records containing gang-related information––of which CPD itself lacked a complete
list or comprehensive accounting of all the various methods and locations in which gang
information could be and had been recorded, reported, and visualized in the ten years prior. OIG
also found that CPD shared gang information with over 500 external agencies, including
immigration and criminal justice agencies, but had no agreements with those external agencies
governing access to and use of the data. Instead, external agencies were bound only by the initial
application for access to one of CPD’s data systems, Citizen and Law Enforcement Analysis and
Reporting (CLEAR), which only provided broadly that the information be used for “law
enforcement purposes.”6 CPD did not have any oversight or accountability mechanisms to assure
compliance with even that broad, undefined use.
OIG reported in 2019 that the largest repository of gang-related information was CPD’s Gang
Arrest Card system. Sworn personnel completed Gang Arrest Cards for individuals whom
arresting officers believed to be gang members. According to CPD, data collected via Gang Arrest
Cards was the Department’s best-verified gang data. OIG’s analysis of over 500,000 Gang Arrest
Cards found that Black or African American and Latinx persons comprised 95% of the 134,242
individuals designated as gang members during arrest, with Black or African American and Latinx
males accounting for 91.3% of all individuals designated as gang members.7 OIG found evidence
in these Gang Arrest Cards of both poor data quality and inadequate controls on the entry of
information into CPD’s systems in the first place and retained thereafter. OIG discovered the
following:

4

City of Chicago Office of Inspector General, “Review of the Chicago Police Department’s ‘Gang Database,’” April
2019, accessed March 4, 2021, https://igchicago.org/wp-content/uploads/2019/04/OIG-CPD-Gang-DatabaseReview.pdf.
5
In the April 2019 report, OIG used the terms “gang designation,” “gang information,” and “gang-related data”
instead of “gang database” because the evaluation determined that CPD did not have a single, unified database
where such information resides. For the purposes of this report, “gang information” “gang data” or “gang-related
data” refer to gang designations documented by CPD in Department forms and systems. This information may also
appear in various Department reports and visualization tools. Office of Inspector General, “Review of the Chicago
Police Department’s ‘Gang Database,’” p. 3.
6
Office of Inspector General, “Review of the Chicago Police Department’s ‘Gang Database,’” p. 25-26.
7
Office of Inspector General, “Review of the Chicago Police Department’s ‘Gang Database,’” p. 35-36.
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90 Gang Arrest Cards with dates of birth entered as prior to 1901, making these
individuals over 117 years old, and 80 Gang Arrest Cards that listed an individual’s age as
zero.
21,380 individuals designated with multiple dates of birth (approximately 15.9% of all
designated individuals).
15,174 individuals with no specific gang designation, despite being listed as gang
members (approximately 11.3% of all designated individuals).
15,648 individuals designated as gang members without a reason provided for this
designation on any Gang Arrest Card (approximately 11.7% of all designated individuals)
and 24,151 Gang Arrest Cards with no reason provided for the designation.
Individuals designated as gang members at ages as young as 9 years old and as old as 75,
and the indefinite retention of designations.
4,029 individuals aged 50 or older who were, at the time of the analysis, still designated
as gang members in CPD’s systems.8

OIG also found that CPD:
•
•
•
•
•

did not provide notification to individuals that they had been designated as a gang
member;
did not provide relevant training to sworn members;
did not have processes for individuals to contest or appeal gang designations;
did not have processes to regularly review or purge outdated or faulty designations; and
had no internal mechanism to amend inaccurate gang information.

Designation as a gang member through CPD’s Gang Arrest Card system could have profound and
enduring negative consequences for an individual. In its April 2019 report, OIG documented
several potential consequences of CPD’s gang designations, including: (1) enhanced surveillance
by CPD or other law enforcement; (2) an effect on an individual’s bail and bond, sentencing,
sanctions, probation, prison, and parole, as well as specific adverse consequences for criminaljustice-involved juveniles who have been designated as gang members; (3) obstacles for
individuals seeking immigration relief through Deferred Action for Childhood Arrivals (DACA) or
U-Visas; and (4) obstacles to employment.9
Further findings in OIG’s April 2019 report addressed the lack of clarity or systematic quality
control in CPD’s use of gang information. Among these findings were: (1) CPD could not “ensure
that all gang-related collection tools serve a legitimate law enforcement purpose” and (2) “CPD’s
practices and lack of transparency regarding its gang designations strain police-community
relations.”10

8

Office of Inspector General, “Review of the Chicago Police Department’s ‘Gang Database,’” p. 38, 48-49.
Office of Inspector General, “Review of the Chicago Police Department’s “Gang Database,” p. 28-31
10
Office of Inspector General, “Review of the Chicago Police Department’s ‘Gang Database,’” p. 45-46, 49.
9
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In its April 2019 report, OIG issued 27 recommendations to CPD and an additional three
recommendations to the Mayor’s Office and City Council. These recommendations covered a
wide range of issues, from implementing procedural protections for juveniles to assessing the
utility of collecting gang information. OIG also published CPD’s response to the
recommendations.

B.

DEVELOPMENTS FOLLOWING OIG’S APRIL 2019 REPORT

CHICAGO POLICE DEPARTMENT
CPD agreed to fully implement 18 of OIG’s 27 recommendations, stated that it would partially
implement 8 others, and declined to implement 1 recommendation. Specifically, CPD did not
concur with OIG’s recommendation to “[e]stablish formal protection for juveniles,” stating that
CPD’s “current investigation process inherently has greater protections for minors than adults.”
CPD also declined to purge gang information created prior to the implementation of the Criminal
Enterprise Information System, as proposed in recommendation 19. CPD explained that it
“cannot alter, delete, or destroy historical criminal arrest or investigative records that either
have been or could become part of a court or administrative proceeding.” Instead of purging old
records, CPD stated that its members would receive a “disclaimer that these records are not to
be used to determine gang membership or affiliation.”11
The central pillar of CPD’s response in 2019 was its proposal to launch a new Criminal Enterprise
Database (CED) to replace its patchwork of old systems and databases storing gang information
and gang affiliation designations. CPD’s initial CED proposal focused on:
•
•
•
•
•
•

a comprehensive, single gang intelligence system with clear standards for officers to use
in determining gang membership or affiliation;
required and ongoing refresher training for all Department members to access and use
the system;
review by supervisors and gang intelligence officers to ensure entry of accurate and
properly supported information into the system;
ongoing audits to ensure updated and accurate intelligence, including an automatic
purge of stagnant gang information;
a process for members of the general public to discover whether they are designated as a
gang member or affiliate and the opportunity to appeal that determination; and
limitations on sharing of gang information with third parties for certain purposes.12

In the nearly two years since CPD’s response to OIG’s 2019 report, the Department’s proposed
new system has evolved somewhat, through successive iterations of a draft directive.
Upon the release of OIG’s report, CPD published a draft of the new General Order G10-01-03:
“Criminal Enterprise Database.” This initial draft outlined revised criteria to be used to identify
11
12

Office of Inspector General, “Review of the Chicago Police Department’s ‘Gang Database,’” p. 142-144.
Office of Inspector General, “Review of the Chicago Police Department’s ‘Gang Database,’” p. 124-125.
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gang members and to designate those individuals as gang-affiliated in the CED, and an updated
system for reviewing, auditing, and purging listings from the CED. Also in April 2019, CPD posted
G10-01-03 to its online Policy Review Forum. CPD notified stakeholders that G10-01-03 was
available for public comment and solicited community members to review the draft and submit
comments and concerns online.13 Over the two-month comment period, CPD received 421
public comments.
In July 2019, recently inaugurated Mayor Lori Lightfoot declared that CPD’s proposal was a
“nonstarter.” As reported by The Daily Line, Lightfoot stated that “the data is flawed,” and “We
will come out with a new policy, but it is not going to be the one that was put out before I was
sworn in.”14
A revised version of draft General Order G10-01-03 was publicly released approximately ten
months after the April 2019 version, in February 2020. At that time, CPD’s Office of Community
Policing held public meetings at City Hall to present the updated draft. The proposed CED was
renamed the “Criminal Enterprise Information System” (CEIS). CPD Interim Superintendent
Charlie Beck stated at the time that it would take six to twelve months to have the CEIS fully
operational.15 Beck’s tenure at CPD ended less than two months later, in April 2020. The
February 2020 draft of G10-01-03 remained posted on CPD’s Policy Review Forum, along with a
Fact Sheet, until mid-March 2021. Before those postings were taken down, CPD’s Policy Review
Forum website stated that “CPD has now incorporated substantial stakeholder feedback and
public comments into its policy directive, and will begin implementation of its Criminal Enterprise
Information System on February 27, 2020.”16 As discussed in detail in the findings below, CPD did
not meet this commitment.
On October 29, 2020, CPD provided another public update on the CEIS’ progress during the
Department’s 2021 budget hearing before the City Council. Superintendent David Brown stated
then that the transition from the old “gang database” system to the new CEIS was still ongoing,
and he named a senior official in the Department as the person overseeing its development. This
senior official, who also spoke before the City Council at the budget hearing, stated that the
construction of the database had been “scoped out to a vendor.” In a later interview, the same
senior CPD official elaborated that CPD was in the process of contracting out the technical work
of building the operational system to be used by officers.
13

Chicago Police Department, “Public Comment and Policy Review,” accessed January 28, 2021,
https://home.chicagopolice.org/reform/policy-review.
14
Heather Cherone, “CPD’s plan for new gang database ‘a non starter:’ Lightfoot.” The Daily Line, July 15, 2019,
accessed March 16, 2021, https://thedailyline.net/chicago/07/15/2019/cpds-plan-for-new-gang-database-a-nonstarter-lightfoot.
15
Annie Sweeney and John Byrne, “Chicago police announce new gang database as leaders hope to answer
questions of accuracy and fairness,” Chicago Tribune, February 26, 2020, accessed January 28, 2021,
https://www.chicagotribune.com/news/breaking/ct-chicago-police-gang-database-overhaul-react-20200226gisz55rytzbsdkyy4kmbb4jrou-story.html; Sam Charles, “Chicago police set to revamp controversial gang database,”
Chicago Sun-Times, February 26, 2020, accessed January 28, 2021,
https://chicago.suntimes.com/2020/2/26/21155215/cpd-revamp-controversial-gang-database.
16
Chicago Police Department, “Public Comment and Policy Review.”
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In the time since OIG’s April 2019 report and CPD’s release of the first draft of General Order
G10-01-03, CPD has also undergone two significant organizational restructurings of particular
significance to its work on developing the CEIS. The first of these occurred in January 202017
when CPD, under Interim Superintendent Beck, created the Office of Constitutional Policing and
Reform as well as a Data Analytics Division, and eliminated CPD’s Information Services Division
(ISD). The first draft of General Order G10-01-03 designated ISD with several specific
responsibilities in the management of the CED, and OIG learned in interviews that the Deputy
Chief in charge of the Data Analytics Division had been given significant responsibilities for the
project after that office was created.18 The elimination of ISD from CPD’s organization chart
corresponded to the City’s creation of a new Office of Public Safety Administration (OPSA).19 As
explained in further detail in Finding 1 below, according to CPD documents and interviews with
CPD officials, the functions formerly assigned to ISD have migrated to the Information Services
Division within OPSA. In a second organizational restructuring, this time under Superintendent
David Brown in January 2021, CPD eliminated the Data Analytics Division.20
CHICAGO CITY COUNCIL
In the time since OIG released its April 2019 report, the City Council has taken procedural steps
to act on the “gang database” several times but, as of March 25, 2021, has neither held a hearing
dedicated to the topic nor adopted relevant legislation.
On July 24, 2019, the Chairman of the City Council’s Public Safety Committee introduced to the
Committee a resolution calling for a hearing on the topic of CPD’s gang data collection in
response to OIG’s report.21 The Chair, who had the power to call the hearing themselves, never
did so. On November 20, 2019, twenty-five City Council members signed a letter to the Chairman
of the Public Safety Committee to request a subject-matter hearing on the topic of CPD’s gang
17

CPD’s organization chart from January 2020 is no longer posted on CPD’s website. Contemporaneous news
coverage of the change can be found at: Annie Sweeney and Jeremy Gorner, “Chicago police announce major
restructuring, moving detectives and specialized cops to patrol districts to take on violence,” Chicago Tribune,
January 30, 2020, accessed January 28, 2021, https://www.chicagotribune.com/news/criminal-justice/ct-chicagopolice-department-reorganized-20200130-hsu4mimclvhqrpqmt6h6vf5a4m-story.html.
18
See Finding 1 for further details on both of these points.
19
The Office of Public Safety Administration was announced in late 2019. The first Executive Director was
announced by the Mayor’s Office in July 2020 via a press release, which stated that “approximately 280 civilian staff
from the finance, human resources, information technology and logistics divisions” would be reassigned from the
existing City public safety agencies to OPSA. City of Chicago, Mayor’s Office, “Mayor Lightfoot Announces Annastasia
M. Walker as Executive Director of The New Office of Public Safety Administration,” July 24, 2020, accessed January
28, 2021, https://www.chicago.gov/city/en/depts/mayor/press room/press releases/2020/july/
ExecutiveDirectorPublicSafetyAdministration.html.
20
Chicago Police Department, “Organization for Command,” accessed January 28, 2021,
https://home.chicagopolice.org/about/organization-for-command.
21
The Chairperson of the Committee does not, in fact, need a resolution to call for a hearing. If the Chairperson
wants to hold a hearing, they are able to post notice of one. The Chairperson can also schedule a hearing in this
manner at the request of anyone, including other aldermen. City of Chicago, Office of the City Clerk, “Call for
hearing(s) on Chicago Police Department’s classification of individuals as gang members and maintenance of gang
database,” July 24, 2019, accessed March 4, 2021, https://chicago.legistar.com/LegislationDetail.aspx?
ID=4068789&GUID=DB1784D1-7E3E-4011-90A0-79505628B466&Options=Advanced&Search=.
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data collection, invoking Municipal Code of Chicago § 2-56-245, which provides that “at the
request of at least three aldermen, the Chairman of the City Council Committee on Public Safety
shall request that the head of the department or agency in question, or their designee, appear at
a hearing of the Committee on Public Safety to explain and respond to questions concerning
[that department’s] response [to OIG Public Safety Deputy recommendations].”22 As of this
writing, nearly two years after the publication of OIG’s original report and 15 months since the
formal letter request, no ordinance-mandated public hearing on CPD’s gang data has been held
by either the Public Safety Committee or the City Council.23
CIVIL LITIGATION
A federal civil suit initiated before the release of OIG’s first report also bears upon developments
in the post-release period. In June 2018, a coalition of individuals and community organizations
filed a federal class action lawsuit challenging the constitutionality of CPD’s collection and use of
gang data, commonly referred to as the “Erase the Database” lawsuit.24 In close association with
this civil suit, Alderman Ricardo Muñoz proposed an ordinance on July 25, 2018, (shortly after
the initial complaint was filed and before the public release of OIG’s first report) with 43 cosponsor signatures. The proposed ordinance was referred to the Public Safety Committee,
chaired at that time by Alderman Ariel Reboyras. No action was taken on the proposed
legislation. At its first regular meeting on May 29, 2019, the current City Council passed a
technical measure that declared all pending legislation as of April 2019—essentially the last
session of the prior Council—as having failed to pass. The proposed “gang database” ordinance
was among that legislation.
The four individual plaintiffs involved in the civil suit reached a settlement with the City on
September 4, 2020, two days after the organizational plaintiffs voluntarily dismissed their claims
without prejudice. Shortly before the settlements and voluntary dismissal, the City of Chicago
had filed a notice with the Court stating that CPD “plans to undertake certain initiatives
associated with its implementation of the Criminal Enterprise Information System (‘CEIS’).” These
initiatives included: (1) the repeal of Special Order S10-02-01: Criminal Street Gang Arrest
Information;25 (2) the suspension of the use of Gang Arrest Cards once the CEIS is populated and
22

City of Chicago, Municipal Code, § 2-56-245, accessed March 4, 2021, https://igchicago.org/wp-content/uploads/
2020/01/MCC-2-56-OIG-Ordinance-1-22-2020.pdf.
23
On December 18, 2019, 15th Ward Alderman Raymond Lopez attempted to introduce a draft ordinance on the
subject of CPD’s management of gang data to the Public Safety Committee. A summary of the Public Safety
Committee’s December 14, 2020, meeting indicates that the ordinance was held in committee almost a year after it
was first introduced; no other action has ever been taken on it. Several provisions of the draft ordinance were at
variance with CPD’s successive drafts of General Order G10-01-03. City of Chicago, Office of the City Clerk, “Call for
Chicago Police Department and Department of Law to establish new gang database,” December 18, 2019, accessed
March 4, 2021, https://chicago.legistar.com/LegislationDetail.aspx?ID=4284891&GUID=63697F7E-E0AD-4F11-85C846EA4C068E01&Options=Advanced&Search=.
24
Chicagoans for an End to the Gang Database et al. v. City of Chicago et al., N.D. Ill., 1:18-cv-04242.
25
Special Order S10-02-01 is a CPD directive that establishes the procedures for the creation and access of
Automated Gang Arrest Cards by CPD members into the CLEAR system. As of January 28, 2021, S10-02-01 was still
publicly available on in CPD’s directive system with no indication of having been repealed. Chicago Police
Department, “Special Order S10-02-01: Criminal Street Gang Arrest Information,” June 17, 2015, accessed January
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operational; (3) the addition of a disclaimer to the CEIS stating that the gang membership
information contained therein is intended for law enforcement purposes only and that the
information in these records is not necessarily independently verified; (4) a reaffirmation that
CPD will require user agreements with outside agencies prior to permitting outside agency
access to the CEIS; and (5) the creation of a public dashboard where CPD annually identifies the
aggregate number of persons in the CEIS. The City’s notice to the Court, however, also stated
that “[t]he City reserves the unconditional right to modify these initiatives at any time” and that
“[t]his Notice is not part of any settlement and creates no enforceable rights.” CPD’s filing with
the court is included as Appendix C to this report.

28, 2021, http://directives.chicagopolice.org/directives/data/a7a57be2-12a5752b-27112-a58610288308dbafb745.pdf?hl=true.
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FIGURE 1: Timeline of public developments relating to management and oversight of CPD’s gang data
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III. OBJECTIVES, SCOPE, AND METHODOLOGY
A.

OBJECTIVES

The primary objectives of this follow-up inquiry are, first, to assess CPD’s progress in
implementing the recommendations contained in OIG’s April 2019 report and in making good on
the commitments the Department made in its response to that report. Second—given that the
central pillar of CPD’s stated strategy for reforming the collection and use of gang data is the
creation of the Criminal Enterprise Information System (CEIS)—to evaluate CPD’s progress
toward building and implementing a fully functioning CEIS. Additional objectives are to assess
CPD’s progress toward articulating the specific strategic purpose and value of the CEIS, and the
extent to which CPD has fulfilled its commitment to solicit and consider community perspectives
in its planned revisions to its approach to the collection and use of gang information.

B.

SCOPE

In July 2020, OIG submitted a set of detailed written questions to CPD, soliciting information on
the implementation status of the “gang database” reform efforts CPD committed to in April
2019. OIG’s written inquiry also included questions prompted by subsequent developments,
including CPD’s release of the February 2020 draft of General Order G10-01-03 and a public
statement by Superintendent Brown in July 2020 in which he reported, apparently relying on the
Department’s collection of gang data, that there were 117,000 gang members among 55 gangs
in Chicago.26 As a follow-up to the April 2019 report, this report tracks CPD’s progress toward
implementing earlier recommendations and commitments but does not issue new
recommendations. OIG’s original report did not examine the efficacy of the Department’s use of
gang information after it is collected, including for investigative and other law enforcement
purposes, and therefore neither does this follow-up inquiry.

C.

METHODOLOGY

OIG evaluated CPD’s July 2020 response to written questions regarding the implementation
status of OIG’s April 2019 recommendations and CPD’s responsive commitments; those written
questions and CPD’s response are included in full in Appendices A and B of this report. OIG also
analyzed three successive drafts of General Order G10-01-03 (two publicly released and one
provided by CPD to OIG directly, included in Appendices D, E, and F), the publicly released Fact
Sheet that accompanied the release of the February 2020 draft of G10-01-03, and the public
comments submitted to CPD on G10-01-03 during the comment period of April and May 2019.
Finally, OIG conducted interviews with City and CPD personnel and community stakeholders,
including the following:

26

Matt Masterson, “‘Put Your Guns Down,’ Lightfoot, Police Implore After Tuesday’s Mass Shooting.” WTTW News,
July 22, 2020, accessed January 28, 2021, https://news.wttw.com/2020/07/22/put-your-guns-down-lightfoot-policeimplore-after-tuesday-s-mass-shooting.
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Personnel in the Mayor’s Office
Personnel in the Department of Law
Personnel in CPD’s Office of Community Policing
Personnel in CPD’s Office of Constitutional Policing and Reform
Personnel in CPD’s Office of Legal Affairs
Personnel in CPD’s Research and Development Division
Plaintiffs’ counsel in the civil suit Chicagoans for an End to the Gang Database et al. v.
City of Chicago et al.

STANDARDS

OIG conducted this review in accordance with the Quality Standards for Inspections, Evaluations,
and Reviews by Offices of Inspector General found in the Association of Inspectors General’s
Principles and Standards for Offices of Inspector General (i.e., “The Green Book”).

E.

AUTHORITY AND ROLE

The authority to perform this audit is established in the Municipal Code of Chicago §§ 2-56-030
and -230, which confer on OIG the power and duty to review the programs of City government in
order to identify any inefficiencies, waste, and potential for misconduct, and to promote
economy, efficiency, effectiveness, and integrity in the administration of City programs and
operations, and, specifically, to review and audit CPD’s policies, practices, programs, and
training. The role of OIG is to review City operations and make recommendations for
improvement. City management is responsible for establishing and maintaining processes to
ensure that City programs operate economically, efficiently, effectively, and with integrity.
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IV. FINDINGS
FINDING 1:

CPD HAS MADE MINIMAL PROGRESS TOWARD AN
OPERATIONAL CRIMINAL ENTERPRISE INFORMATION
SYSTEM

The creation of the new Criminal Enterprise Information System (CEIS) was the centerpiece of
CPD’s response to OIG’s April 2019 report; CPD identified the CEIS and the associated directive,
General Order G10-01-03, as the full or partial response to 20 of OIG’s 27 recommendations
directed to CPD.27 The only measurable developments to date in CPD’s implementation of the
CEIS have been (1) the solicitation of public comments on the first publicly released draft of G1001-03 from April 11, 2019 through May 11, 2019, and (2) the development of three successive
drafts (April 2019, February 2020, and July 2020).28 CPD has not provided evidence of steps
toward construction or implementation of the CEIS, such as IT systems development progress or
updated training curricula for Department members, beyond outlining the system’s intended
features in these successive drafts of G10-01-03. In fact, OIG found confusion at the highest
levels of the Department regarding who is responsible for the development of the CEIS and the
current status of its development.
The lack of substantial progress in building and implementing the CEIS has five distinct
dimensions. First, CPD has not committed to a timeline for completion of the CEIS. Second, CPD
has not clearly assigned managerial responsibility for the project. Third, OIG found confusion
within CPD over the drafting status of General Order G10-01-03. Fourth, G10-01-03 as currently
drafted leaves many ambiguities about how the system will work in practice. These ambiguities
extend to substantive policy determinations which have significant bearing on the functioning of
the new system—for example, which persons or unit will be responsible for applying the new
criteria for database inclusion of CPD’s old gang data, and what will be the criteria for data
reliability.29 Fifth and finally, OIG has found instances where CPD continues to collect and rely
upon data that it has publicly acknowledged is seriously flawed.30
27

City of Chicago, Office of Inspector General, “Review of the Chicago Police Department’s ‘Gang Database,’” April
2019, p. 128-150, accessed January 28, 2021, https://igchicago.org/wp-content/uploads/2019/04/OIG-CPD-GangDatabase-Review.pdf.
28
The February 2020 draft was also posted to CPD’s Public Comment and Policy Review website. However, CPD did
not solicit public comments. Instead, the February 2020 draft was posted with a statement that “CPD has now
incorporated substantial stakeholder feedback and public comments into its policy directive” and “the full policy
[was] available for review.” As the July 2020 draft has not been made public, no opportunity for public comment has
arisen on that draft either. All three drafts of the directive are included in this report, as Appendices D, E, and F.
29
See Appendix A, questions 8 and 12. Draft directive G10-01-03, section VI-A provides that: “Criminal enterprises
and street gangs will be identified on the basis of specific, documented, and reliable information, including but not
limited to […] information received from informants who have proven to be reliable to the Department in the past.”
30
CPD acknowledged in April 2019 that it “must improve” the policies, practices, and technology systems used by
officers to further reduce gang violence, requiring them to transition from the use of former “gang database”
programs to the new CEIS, but has so far failed to take that step. This remains true even though CPD informed OIG
in April 2019 that an internal examination of the “policies and practices governing the collection and management
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LACK OF A TIMELINE FOR COMPLETION

Since CPD announced in April 2019 that it planned to build what it first called the Criminal
Enterprise Database and subsequently renamed the Criminal Enterprise Information System, the
Department has never committed to any concrete timeline for the development of the system.
CPD published a Fact Sheet alongside the February 2020 draft of General Order G10-01-03, in
which it estimated that it would take “[a] number of months for CPD to determine which
individuals meet the criteria for inclusion in the CEIS [and] to build the CEIS…CPD will make
further public announcements on the anticipated timeline.” CPD’s next public announcement on
progress on the CEIS came in October 2020 during CPD’s 2021 budget hearing with City Council,
where Superintendent Brown confirmed that the Department was transitioning from the old
mechanisms for storage and use of gang data to the new CEIS, and that work on the project was
proceeding after delay due to pending civil litigation.
In the nearly two years since the publication of OIG’s original report and CPD’s response, CPD
has not provided an updated timeline for the policy and practice changes it committed to in April
2019. In early 2021, personnel from CPD’s Office of Community Policing reported to OIG that the
CEIS directive was not scheduled as part of the 2021 policy plan and that no community
meetings have been planned for 2021 to discuss it.

B.

NO CLEAR MANAGERIAL RESPONSIBILITY

During CPD’s October 2020 budget hearing before the City Council, Superintendent Brown
identified a senior CPD official as the point person within CPD responsible for managing the
development of the CEIS. When OIG interviewed that official about the CEIS’ progress two
months later, they had moved to a different role within CPD and reported that their role as
primary manager for the development of the CEIS had been tied to their previous position;
therefore, they were no longer responsible for managing the development. When asked who
would be responsible going forward, the official reported that the responsibility might go to
either the Superintendent’s newly-appointed Chief of Staff or the Chief of the Bureau of
Counter-Terrorism and Special Operations, but that CPD had not yet made that decision. The
official further acknowledged that there were a lot of “balls up in the air,” and that as of
December 2020, leadership decisions were still being made with respect to managing the CEIS.
The repositioning of the senior official identified by Superintendent Brown as responsible for
managing the development of the CEIS is not the only personnel change that seems to have
slowed progress and created ambiguity. That senior official told OIG that CPD’s Deputy Chief of
Data Analytics had been the primary project lead for the “post-policy” development of the CEIS,

of gang information,” which it purported to have started more than a year before the publication of OIG’s review
revealed “many of the same findings of the OIG’s audit.” After April 2019, the Superintendent has made public
comments relying on flawed CPD gang data, as referenced in the “Scope” section above and described in detail
below in the subsection titled “CPD continues to rely on its old gang data system.”
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with responsibilities for executing process and technology changes.31 The Deputy Chief of Data
Analytics left the Department in early December 2020. When asked if there were members of
the former Deputy Chief’s team who were carrying forward institutional knowledge of the work
that was already been done on the CEIS, the CPD official with whom OIG spoke stated that the
Deputy Chief had been handling most of the project directly and on their own. The official did
not believe there were any members of the Deputy Chief’s team still working on the project after
the Deputy Chief’s departure. Shortly after the Deputy Chief’s departure, OIG requested an
interview with the person who would take over the former Deputy Chief’s responsibilities vis-àvis the development of the CEIS, and CPD did not respond to that request. The January 2021
version of CPD’s organization chart does not include the position of Deputy Chief of Data
Analytics.
CPD has stated its intention to contract the building of the CEIS out to a vendor but has not
clarified the timeline or accountability structure for the project. During CPD’s October 2020
budget hearing, the official identified by the Superintendent as responsible for the CEIS stated
that work on the CEIS had been contracted out to a vendor. During a December 2020 interview
with OIG, that official reported believing that the vendor was Clarity Partners, a Chicago-based
technology consulting firm, but was unable to say for certain.32 When asked about the status of
the contract, the official allowed that they “may have overreached” in statements during the City
Council budget hearing by stating that the work was underway.
Even if the build-out of the CEIS is contracted out to a vendor, the maintenance of such a system
is likely to require significant technical expertise within the City. Managing routine updates to the
system, auditing information within the system, and ensuring that appropriate security is
maintained around the information within the system are all tasks with technical components,
for which CPD will have ongoing responsibility. In the first draft of General Order G10-01-03, in
April 2019, some or all of the responsibility for these tasks was assigned to CPD’s ISD. With the
creation of Office of Public Safety Administration in 2019, ISD disappeared from CPD’s
organization chart as revised in January 2020 and as revised again in January 2021.33 Successive
versions of G10-01-03 in February 2020 and July 2020 assigned most of the responsibilities
formerly given to ISD to “[CPD], in consultation with the Office of Public Safety Administration.”34

31

CPD’s Research and Development Division is responsible for drafting policies, and the senior official designated by
Superintendent Brown confirmed that the Division had led the drafting of the CEIS directive. The senior official did
not give a date for the beginning of the “post-policy” phase of work.
32
Clarity Partners, LLC, Firm Overview, accessed March 25, 2021, https://www.claritypartners.com/about/firmoverview.
33
CPD’s current organization chart can be found here: https://home.chicagopolice.org/about/organization-forcommand.
34
Specifically, the April 2019 draft of G10-01-03 includes the following clauses:
“IV.B: The Information Services Division will establish the Criminal Enterprise Database CLEAR application for use by
authorized Department members. The Information Services Division will initially gather all existing Department
gang-related information in conjunction with the appropriate Department personnel to apply the criteria delineated
in Item VI of this directive to all existing Department gang-related information before entry into the Criminal
Enterprise Database.”
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Cumulatively, these circumstances have resulted in CPD’s making a public commitment to a
system that has no timetable to completion and, at present, has no clear ownership within the
Department.
In late March 2021, following informal notification of the planned publication date of this report,
CPD’s Office of Legal Affairs (OLA) reached out to OIG to provide an informational update on the
status of the CEIS and managerial responsibility within the Department for the project.
Specifically, OLA identified two CPD members as newly holding managerial responsibility for the
project, identified Clarity Partners as the vendor contracted to build the CEIS, and described
Clarity Partners’ “build out” of the CEIS as nearly complete, noting that completion would permit
CPD to begin vetting data.

C.

CONFUSION WITHIN CPD OVER THE DRAFTING STATUS OF
GENERAL ORDER G10-01-03

There was also a divergence of understanding over the drafting status of General Order G10-0103 between the senior official designated by Superintendent Brown as responsible for
overseeing CEIS development and the Research and Development Division. There have been two
publicly released drafts of G10-01-03: an April 2019 version and a February 2020 version. The
February 2020 version remained posted on CPD’s website until mid-March 2021, shortly before
the publication of this report. During their December 2020 interview with OIG, the senior official
designated by Superintendent Brown, while examining copies of both the April 2019 and
February 2020 versions of G10-01-03, stated definitively that the February 2020 version was the
version of the directive that would be rolled out when the new CEIS was operational and that
they were not aware of any additional policy changes still in progress at Research and
Development. In CPD’s September 2020 written response to OIG’s follow-up inquiry, CPD
“IX.E: If the criteria is met, the Commander, Deployment Operations Section, will inform the Director, Information
Services Division, who will ensure the individual’s name, other identifiers, and records indicating street gang or
criminal enterprise membership or affiliation are removed from the Criminal Enterprise Database.”
“X.C.3: The Deployment Operations Section will inform the Director, Information Services Division when it is
appropriate to remove eligible individuals from the Criminal Enterprise Database and when a criminal street gang or
criminal enterprise has been eliminated from ‘active’ status.”
“X.D: The Director, Information Services Division, will (1) maintain the Criminal Enterprise Database, (2) perform a
review and purge of listings in the Criminal Enterprise Database every five years, (3) upon consultation with the
Commander, Deployment Operations Section, remove information for individuals who have not committed a new
qualifying criminal offense or have not had a documented incident in furtherance of gang or criminal-enterpriserelated activity within the past five years, (4) remove eligible information when requested by the Commander,
Deployment Operations Section, (5) create an online website that provides general information to the public about
the Department’s Criminal Enterprise Database policy and the process to access and remove a person’s
gang/criminal enterprise membership or affiliation status within the Criminal Enterprise Database, and (6) create
and monitor the gangstatusinquiry@chicagopolice.org email address and establish a protocol to respond to emails
from the general public with general information about how to access and remove a person’s gang/criminal
enterprise membership or affiliation status from the Criminal Enterprise Database.”
“XI.A: The Information Sciences Division will create a user’s guide outlining the procedure for utilizing the Criminal
Enterprise Database.” Chicago Police Department, “General Order G10-01-03: Criminal Enterprise Database,” April
11, 2019. See Appendix D (April 2019) and contrast Appendices E and F.
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likewise gave no indication that a new draft of G10-01-03 was forthcoming or that the February
2020 version had been superseded. But in CPD’s November 2020 written response to OIG’s
follow-up inquiry—the second of two response letters, sent six weeks before the senior official’s
interview with OIG—CPD indicated that some policy language for G10-01-03 was still with
Research and Development in its draft form. Specifically, CPD stated in its November 2020 letter
that policy statements on the process for engaging at-risk individuals, including at-risk youth, had
been “submitted to Research and Development for review and inclusion in the final CEIS
order.”35
When speaking with OIG in December 2020, a civilian manager in Research and Development
indicated that a later draft of General Order G10-01-03 existed, dated July 2020. According to
this person, most of the changes between the February and July 2020 versions were procedural
changes, including additions for entering information into the database, an additional level of
review of database entries at the Lieutenant level, and an email address that subjects could
contact to request removal from the system.36 After learning in this interview that a more recent
draft of G10-01-03 existed, OIG requested and received from CPD a copy of the July 2020 draft.
As stated by the manager in Research and Development, the July 2020 version includes a
provision for a Lieutenant to review each record entered into the database of an individual as a
gang member “for completeness and accuracy.” In the language of G10-01-03, record entries in
the CEIS are known as “Status Identification Reports.”37 The Lieutenant review of Status
Identification Reports proposed in the July 2020 version of G10-01-03 is a higher-level review
than is provided for in the February 2020 version. The July 2020 version also changes the
provisions by which Department members assigned to district law enforcement may make a
Status Identification in the CEIS. The implications of this change are discussed further below. The
July 2020 version does not, however, include any additions to describe the process for engaging
at-risk individuals, the topics that CPD’s November 2020 letter indicated Research and
Development was reviewing for inclusion in the final CEIS order.
In the course of civil litigation in the case of Chicagoans for an End to the Gang Database et al. v.
City of Chicago et al., the Department of Law and CPD provided the Court with a copy of the
February 2020 draft of General Order G10-01-03 on February 27, 2020. In a subsequent filing
with the court in August 2020, counsel for the City and CPD directly referenced the February
2020 draft of G10-01-03 as an outline of the initiatives CPD plans take with the implementation
of the CEIS (see Appendix C). This filing makes no mention of the existence of the July 2020 draft
of G10-01-03.

35

See Appendix B, questions 3 and 5.
The February 2020 version of the directive already made provision for an email address
gangstatusinquiry@chicagopolice.org and a process for CPD “to respond to emails from the general public with
general information about how to access or appeal a person’s Status Identification.”
37
Draft directive G10-01-03 defines “Status Identification” as “The identification of a person as a member of a
criminal enterprise or street gang in the Criminal Enterprise Information System.”
36
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CRITICAL POLICY DECISIONS ABOUT THE FUNCTION OF THE CEIS
REMAIN UNRESOLVED OR UNDERDEVELOPED

Many policy decisions about how the CEIS will work remain undeveloped. In some cases, OIG has
received conflicting accounts of the policies that will govern the CEIS through interviews with
involved personnel and review of the multiple drafts of General Order G10-01-03. In other cases,
CPD has stated directly that its policy plans have not yet been resolved.
1.

Plans for At-Risk Youth Engagement

As noted above, in November 2020 CPD informed OIG that updated policy statements on its
process for engaging at-risk individuals, including at-risk youth, had been “submitted to Research
and Development for review and inclusion in the final CEIS order.”38 The changes included: (1)
“custom notifications” to inform juveniles of when they have been included on the CEIS, and (2)
providing at-risk youth with access to outreach agencies and clergy. However, in an interview the
following month, personnel from the Research and Development Division did not identify this as
one of the policy areas that had been recently developed. They further stated that they did not
anticipate any further policy changes to draft General Order G10-01-03.
2.

Plans for Training on the Use of the CEIS

All three versions of General Order G10-01-03 establish that CPD members will receive annual
training on the use of the CEIS via an eLearning module.39 The July 2020 draft would require that
“[m]embers must complete the eLearning module and remain current with all training
requirements before entering, retrieving, approving, or reviewing information in the Criminal
Enterprise Information System.”40 CPD’s Fact Sheet published online in February 2020 further
stated that “the criteria to determine criminal street gang membership is going to be clearly
outlined in the training” and “only CPD officers and designated Department members who are
trained and authorized” would be able to input information into the CEIS.
In its follow-up inquiry, OIG inquired about training materials and the breadth of training to be
provided to CPD members on use of the CEIS. When asked when members would start to receive
training and which members would be trained, CPD stated that it “cannot answer this question
until such time as the CEIS is built.”41 In response to a request to provide any training materials
38

See Appendix B, questions 3 and 5.
In its April 2019 report, OIG found that incoming CPD members received six hours of training regarding gangs,
comprised of two modules. The first, simply titled “Gangs,” addressed gang-related history and gangs in Chicago.
The second, titled “Gang Violence Reduction Strategy,” addressed CPD’s policies and programs relating to gangs and
the technological tools available for policing gangs. OIG found there was no refresher course or updated trainings
offered to sworn members after their graduation from the Academy. OIG found that even CPD teams specializing in
gang-related activity, such as the Gang Enforcement and Gang Investigation Teams, received no additional in-service
gang-related trainings. Office of Inspector General, “Review of the Chicago Police Department’s ‘Gang Database,’” p.
15.
40
Chicago Police Department, “General Order G10-01-03: Criminal Enterprise Database,” July 2020, XI.B.
41
See Appendix A, questions 32 and 33.
39
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on the proper collection and use of gang-related data since April 2019, CPD replied, “CPD has not
yet developed such training materials.”42
3.

Due Process Protections and Communication with Individuals Identified as Gang
Members

In written inquiries, OIG asked how CPD will attempt to provide notification to individuals who
are entered into the CEIS as members of a criminal enterprise or street gang if and when they
prove difficult to contact. In CPD’s September 2020 written response, CPD wrote, “CPD has not
yet determined how it will notify persons who prove difficult to contact in person.”43
Aspects of due process rights of appeal also remain undeveloped; General Order G10-01-03
states that the Police Board shall be the venue for appeals of Status Identification and that
appeals shall “[utilize] the procedures promulgated by the Police Board.”44 As of this writing,
however, the Police Board has not yet publicized what those procedures will be.
4.

Audit Plans

The February 2020 draft of G10-01-03 provides for two types of audits: (1) “Gang Audits” to be
conducted by district intelligence officers in coordination with area Gang Investigation Teams
and other designated personnel, and (2) “random audits” to be conducted by the Deployment
Operations Center.45 In response to OIG’s inquiries into the scope of these audits and the
differences between the two types, CPD replied, “CPD has not yet determined what will be
included within the scope of a gang audit. These criteria will be determined as the CEIS is built.”
CPD further reported that it “has not yet determined what will be included within the scope of
random audits. These criteria will be determined as the CEIS is built.”46
5.

Plans for Management of Third-Party Access

Questions about CPD’s policy for managing third-party access have yielded conflicting accounts.
In both interviews and written questions, OIG inquired about access for external partner law
enforcement agencies and CPD’s planned audits and controls to regulate how partner agencies
use the database. In an interview in February 2020, a CPD OLA representative stated that access
to the CEIS would likely include all the law enforcement agencies that were data sharing partners
under the former system, excluding U.S. Immigration and Customs Enforcement (ICE).47 The

42

See Appendix A, question 34.
See Appendix A, question 41.
44
See Appendix E. Chicago Police Department, “General Order G10-01-03: Criminal Enterprise Information System,”
February 2020, IX.C.2.b.
45
See Appendix E. Chicago Police Department, “General Order G10-01-03: Criminal Enterprise Information System,”
February 2020, X.A.3 and X.C.1.
46
See Appendix A, questions 38–39.
47
OIG spoke to the use of CPD’s gang data for immigration enforcement in its 2019 report. Specifically, OIG
recommended that the City “[c]onsider legislative amendments to the Welcoming City Ordinance that would
remove exceptions based on the individual being ‘identified as a known gang member either in a law enforcement
43
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most recent publicly available draft of General Order G10-01-03 (February 2020) and the most
recent version provided to OIG (July 2020) both provide for external agency access, with
identical language: “the Criminal Enterprise Information System is available for use only by
Department members and other law enforcement agencies with authorized access acting in
furtherance of a legitimate law enforcement purpose.”48 In the Fact Sheet posted with the
February 2020 draft of G10-01-03, the Department explicitly stated that “CPD will execute new
user agreements with partner law enforcement agencies that wish to access the CEIS.” In
December 2020, personnel from the Research and Development Division confirmed that CPD
was working on non-disclosure agreements with all partner agencies with which it would share
the database.
However, in CPD’s September 2020 written response to OIG, CPD stated that the agency had not
begun drafting agreements for third-party use because “the CEIS has not yet been implemented
and CPD has not yet determined whether third party agencies will have access to the CEIS.”49
6.

Provisions for Making Entries into the Database

An effective system for making entries into CPD’s planned CEIS requires clear policy provisions as
well as robust training and field supervision for CPD members who will be responsible for making
entries. Clear policy provisions are essential to protect potential subjects’ procedural rights,
while training and field supervision are necessary to minimize the risk of erroneous database
entries that might result from officers’ unrecognized implicit biases, inadequate understanding
of the safeguards in policy, or inadequate preparation to execute on the policy. As noted above,
CPD’s relevant training for members, including those in gang-specialized units, amounts to only
six hours offered in the Academy, and no new trainings have been developed since April 2019. As
for policy provisions around how CPD members may make entries to the CEIS, CPD made
significant changes across each of the three successive versions of the directive. The policy
change from the February 2020 version to the July 2020 version (the most recent) was in the
direction of providing less procedural protection for potential subjects, not more.
In the February 2020 draft of the CEIS directive, section VII covers “Procedures for Entering
Persons into the Criminal Enterprise Information System.” This section describes the procedure
as follows: “Information will only be entered into the Criminal Enterprise Information System
during the completion of an Automated Arrest Report unless otherwise delineated in Item VII-E
of this directive.” Item VII-E then provides that “Departmental units with follow-up or long-terminvestigative authority and capabilities outside of district law enforcement can enter Status
Identification Information in the Criminal Enterprise Information System upon the initial approval
of his or her immediate supervisor and final approval of his or her unit commanding officer.”
These provisions in the February 2020 draft of General Order G10-01-03 placed a limiting
agency’s database or by his own admission.’” This provision was among those removed in a January 2021
amendment to the ordinance.
48
Chicago Police Department, “General Order G10-01-03: Criminal Enterprise Information System,” February 2020,
XII.A. Appendix E.
49
See Appendix A, questions 29–31.
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principle on how individuals might be entered into the database: officers in district law
enforcement would only be able to make an entry when effecting an arrest and completing an
Automated Arrest Report.50 Previously, any sworn CPD member could designate an individual as
a gang member under various circumstances, through different sources of gang-related data
collection including Investigatory Stop Reports and Gang Arrest Cards, as long as the CPD
member had probable cause substantiated by their experience and knowledge of criminal street
gangs and corroborated by criteria such as the individual’s admission of membership; the
wearing of distinctive emblems, tattoos, or similar markings indicative of a specific criminal
street gang; or the use of signals or symbols distinctive of a specific criminal street gang as
enumerated in Special Order S10-02-03.51
The corresponding section in the more recent July 2020 version of the CEIS directive drops the
provision that district law enforcement officers may only enter individuals into the database
when completing an Automated Arrest Report. In the July 2020 draft, Department members
assigned to district law enforcement are instructed to “enter all information as delineated in
Item VI-B of this directive through the CLEARNET Status Identification Report.”52 In other words,
the July 2020 draft of the CEIS significantly expands the scope of authority of district law
enforcement officers to identify individuals as gang members and enter them into the database,
by allowing this to be done outside of the context of an arrest. This is a critical, substantive
change of particular concern to community members who commented on the April 2019 version
of G10-01-03.53 Yet, before OIG was provided with a written copy of the July 2020 directive,
personnel from the Research and Development Division characterized the changes between
February 2020 and July 2020 versions of drafts of G10-01-03 as “mostly procedural.”

E.

CPD CONTINUES TO RELY ON ITS OLD GANG DATA SYSTEM

Notwithstanding CPD’s April 2019 commitment to transition away from the use of its old “gang
database” systems, OIG has confirmed several instances in which CPD has continued to rely upon
data collected and stored in those systems—which it has acknowledged to be flawed—to inform
public statements or support public safety operations. In July 2020, Superintendent Brown made
a public statement after a mass shooting indicating that there were 117,000 gang members in
Chicago, comprising 55 known gangs.54 When OIG asked CPD to identify the source of those
numbers, CPD reported that the Superintendent had received the figures from the Commander
of the Crime Prevention and Information Center/Deployment Operations Center, based on

50

The Item VII-E provision for “Departmental units with follow-up or long-term-investigative authority and
capabilities” means that CPD units such as the Bureau of Detectives or the Gang Investigation Team would, provided
they had supervisory authority, not be limited to entering individuals into the CEIS only in the context of an arrest.
51
Special Order S10-02-03: Gang and Narcotics-Related Enforcement,” January 1, 2016, accessed March 4, 2021,
http://directives.chicagopolice.org/directives/data/a7a57be2-12a5752b-27112-a586-d845218c69a1f912.html.
52
Item VI-B does not establish an arrest as a precondition for identifying an individual as a gang member.
53
See Finding 3 below for further detail on community concerns regarding this point.
54
Matt Masterson, “‘Put Your Guns Down,’ Lightfoot, Police Implore After Tuesday’s Mass Shooting.” WTTW News,
July 22, 2020, accessed November 5, 2020, https://news.wttw.com/2020/07/22/put-your-guns-down-lightfootpolice-implore-after-tuesday-s-mass-shooting.
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information maintained in the Deployment Operation Center’s computer system.55 In a
December 2020 interview, the senior CPD official identified by the Superintendent as the point
person responsible for managing the development of the CEIS related that they had
independently inquired within CPD about the sourcing of those numbers. The senior official
reported to OIG that they had spoken with the Deputy Chief of Data Analytics after the
Superintendent’s July 2020 statement.56 By the senior official’s account, the Deputy Chief told
them that the numbers cited were too high and that the actual universe of individuals who might
meet the criteria for inclusion in the CEIS as a member of a criminal enterprise or street gang as
outlined in G10-01-03 was much smaller, in the range of 54,000 to 55,000. The Deputy Chief’s
figure was an estimate of the number of records that might, pending further vetting, qualify for
entry into the CEIS. The senior official confirmed that the 54,000 to 55,000 estimate represented
the number of gang-related records going back five years that CPD currently holds and still must
go through to determine whether they meet the criteria for inclusion in the new CEIS.57
During this same period, CPD used gang affiliation designations to object to the State of Illinois’
granting of concealed carry licenses (CCL). In one case of which OIG is aware, an individual’s CCL
application was denied on the grounds, among others, that “the applicant is listed in the Chicago
Police Gang Member Data Base as a member of [Gang].” The applicant applied for a CCL and CPD
subsequently submitted its objection to the application in 2020. The application was then denied
by the State. CPD submitted three arrest reports to support its objection to issuing this
applicant’s CCL. One of the applicant’s arrest reports, from a 2006 juvenile misdemeanor arrest,
indicated that the applicant had self-identified as a gang member. Two more recent arrest
records were also for misdemeanor offenses, one from 2010 and one from 2014. Charges were
eventually dismissed in both cases. Neither of these two more recent arrests indicate that the
applicant was at that time identified as a gang member, and the 2010 arrest report notes that
the applicant expressly denied any gang affiliation. In sum, CPD accessed a gang identification for
a juvenile, recorded in its database 15 years ago, and then shared that information with the
State of Illinois, after the publication of OIG’s April 2019 report and CPD’s acceptance of most of
the recommendations contained therein.
In the course of OIG’s ordinance-mandated review of closed CPD and Civilian Office of Police
Accountability (COPA) disciplinary cases, OIG has also identified arrest reports in which arrestees’
alleged gang affiliations were recorded after CPD’s April 2019 commitment to transition from its

55

CPD’s September 2020 Response Letter was sent on behalf of Superintendent Brown from the Office of the
Superintendent. See Appendix A.
56
As noted above, this person has since resigned from CPD, and the position no longer appears in CPD’s most recent
organization chart.
57
One of the limiting principles of the system for collecting and maintaining gang data described in draft directive
G10-01-03 is that a person’s Status Identification will be removed from the CEIS “when he or she has not committed
any act in furtherance of gang or criminal enterprise-related activity or has not been arrested, charged, convicted,
petitioned for delinquency, or been found delinquent of a qualifying criminal offense within the past five years.”
Both February and July 2020 versions of the draft directive contain this provision in identical language. See VIII-A.

PAGE 27

OIG FILE #20-0196
FOLLOW-UP INQUIRY ON CPD’S “GANG DATABASE”

MARCH 31, 2021

old, flawed gang data system to a new system.58 In the first incident, reporting officers included
the individual’s documented gang membership in the arrest report incident narrative. The arrest
report narrative does not make it clear whether the arrestee’s alleged gang affiliation was
voluntarily disclosed, nor does it indicate other evidence marshalled in support of making the
gang identification. In the second incident, the CLEAR arrest report included the individual’s
Gang Arrest Card, which listed their gang membership and disclosed that the affiliation was not
self-admitted. Neither arrest took place in the course of a gang-related crime.
Finally, in the period since the publication of OIG’s report and CPD’s response, CPD has also
made some gang affiliation information, traceable to identifiable individuals, publicly available
and downloadable on CPD’s website. In October 2020, after CPD published recent Investigatory
Stop Report (ISR) data to the public via the Statistics and Data section of its website, OIG formally
notified Superintendent Brown that the newly published data included gang affiliation
designations which were connected with certain identifiers that could be used elsewhere on
CPD’s website to identify individuals by name and photograph. ISR data is collected when officers
conduct an investigatory stop and complete the required form (CPD-11.910), which includes
space for the recording of gang information “if incident/subject has gang involvement.”59 The
data was posted on CPD’s website, apparently without any of the structural or procedural
protections in place that are planned for the CEIS. CPD replied to OIG’s October 2020 letter
declining to remove the gang affiliation data from its website, on the grounds that ISR data is
subject to public access under the Illinois Freedom of Information Act. The Department’s reply
letter did not specifically address whether the gang affiliation information currently collected on
ISRs met CPD’s proposed standards for verification and privacy protection of gang affiliation
information outlined in the draft CEIS directive.60

58

The Municipal Code of Chicago § 2-56-230(a) establishes OIG’s mandate to conduct these closed disciplinary
investigation reviews. See: https://igchicago.org/wp-content/uploads/2020/01/MCC-2-56-OIG-Ordinance-1-222020.pdf.
59
CPD-11.910, “Investigatory Stop Report,” accessed January 28, 2021, http://directives.chicagopolice.org/forms/
CPD-11.910.pdf.
60
OIG’s letter is available here: https://igchicago.org/wp-content/uploads/2021/03/Letter-from-IG-Ferguson10.02.2020 Redacted.pdf and CPD’s response is available here: https://igchicago.org/wp-content/uploads/
2021/03/CPD Response Letter on ISR data.pdf.
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FINDING 2: CPD HAS NOT CLEARLY AND SPECIFICALLY
ARTICULATED THE STRATEGIC VALUE OF ITS
PROPOSED SYSTEM FOR COLLECTING GANG
AFFILIATION INFORMATION
CPD has consistently maintained that its collection of gang information is critical to its crime
fighting strategy but has not yet clearly articulated the specific strategic value of the data to be
collected in the planned CEIS. In CPD’s September 2020 written response to OIG’s questions,
CPD stated that its specialized units rely on “information about gang members’ affiliations,
current gang conflicts that can become a catalyst for potential violent retaliation, and peripheral
gang information for both short-term and long-term investigations.” CPD also stated that “gang
information is used at all levels of police operations…Understanding gang-conflicts, gangterritories, and gang-affiliations allows officers to anticipate and potentially prevent violence
crime occurring.”61
Even if CPD is correct in stating that gang conflicts are catalysts for violent crime, it does not
necessarily follow that collecting data in the manner proposed in the draft CEIS directive will
serve the strategic goal of reducing violent crime or other types of gang crime. Contemporary
research on Chicago gangs identifies an important complicating factor: Chicago’s gang factions
are smaller than they used to be and are involved in a set of complex, constantly shifting
alliances and conflicts.62 A “gang database” that does not remain up-to-date, that cannot
effectively track the shifting alliances and conflicts across many small gang factions, or that
cannot distinguish gang members at high risk of becoming victims or perpetrators of violence
from those at low risk, might be of little or no value.
61

See Appendix A, question 2.
Aspholm, Roberto. Views from the Streets: The Transformation of Gangs and Violence on Chicago’s South Side.
New York: Columbia University Press, 2020. Aspholm’s study of South Side Chicago gangs describes how the
dominant gang factions of earlier years—including major gang organizations such as the Black Disciples (BDs),
Gangster Disciples (GDs), Latin Kings, and Mickey Cobras (MCs)—have now splintered into many smaller block-level
affiliate groups. While the names and legacies of the major gang organizations may still be influential, the splinter
groups do not necessarily maintain either the traditional alliances or the traditional conflicts of the parent
organizations. Aspholm paraphrases his conversations with some of the young men involved in contemporary gang
conflicts in Chicago: "My early conversations with some of the guys involved in this developing conflict...challenged
everything I thought I knew about gangs and violence in Chicago. So you guys are Mickey Cobras, but your closest
allies are Black Disciples? Yup. And you guys are into it with the other MCs from right up the street, who have
historically been your closest allies? Yup. Because your BD friends are into it with them? Yup. And the MCs you're
beefing with have Gangster Disciples in their set as well? Yup. So it's MCs and BDs at war with MCs and GDs? Yup.
And you guys are getting into it with the big homies from your own neighborhood now as well, because they sided
with the other MCs? Yup."(pp. 87–88).
Other academic studies corroborate Aspholm’s account of gang factionalization in Chicago. See, for example,
Forrest Stuart, Ballad of the Bullet: Gangs, Drill Music, and the Power of Online Infamy. Chicago: University of
Chicago Press (2020); and John Hagedorn et al., The Fracturing of Gangs and Violence in Chicago: A Research-Based
Reorientation of Violence Prevention and Intervention Policy. Chicago: Great Cities Institute, University of Illinois at
Chicago (2019). https://greatcities.uic.edu/wp-content/uploads/2019/01/
The Fracturing of Gangs and Violence in Chicago.pdf, accessed March 4, 2021.
62
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If CPD is to persist in the collection of gang data, it should do so in a manner that reflects an
appropriate weighing of the potential costs to individuals, against the actual benefits to law
enforcement operations. The challenge presented by gang factionalization was recognized by
CPD members in 2019 and highlighted in OIG’s 2019 report: OIG cited interviews in which CPD
members observed that gang designation information often becomes inaccurate as soon as it is
documented.63 The CEIS draft directive does not introduce any innovations in data collection,
maintenance, or analysis that would seem likely to address that weakness.
CPD referred OIG to two additional written sources for understanding its strategic purpose in
collecting gang information: (1) General Order G10-01: Gang Violence Reduction Strategy,64 and
(2) a strategic plan, which was described by CPD as “includ[ing] the development, institution and
enhancement of the strategies set forth in G10-01[: Gang Violence Reduction Strategy].”65
G10-01 was last updated in February 2019, before the release of OIG’s April 2019 report and
CPD’s first draft of directive G10-01-03. In response to OIG’s inquiry into what steps, if any, CPD
has taken to evaluate the implementation and effectiveness of the strategies set forth in G10-01,
CPD responded, “CPD has not yet undertaken this evaluation. CPD will do so once the
reorganization [of the Department’s structure] is complete and CEIS has been implemented.”66
By taking the position that CPD will not begin to evaluate the effectiveness of the gang violence
reduction strategies contained in directive G10-01 until the CEIS has been implemented, CPD
risks wasting considerable time and expense by building a system that is not optimized for an
updated violence reduction strategy.
On the issue of tailoring training, OIG recommended in April 2019 that CPD should “provide
regular, formal refresher training updates to officers on the evolving nature of gangs in
Chicago.”67 In its September 2020 written response to OIG’s questions, the Department stated
that, “CPD has not yet developed such training materials [on the proper collection and use of
gang-related data], but expects such materials to incorporate the evolving nature of gangs in
Chicago.”68 Developing officer training on the evolving nature of gangs in Chicago is, like revising
G10-01: Gang Violence Reduction Strategy and providing a strategic purpose statement within
G10-01-03, an avenue through which CPD could have clarified and articulated the strategic value
of its gang data collection plans. By neither developing training nor revising G10-01 or G10-01-03
with tailored statements on the strategic value of the proposed CEIS, CPD has foregone several
opportunities to make a clearer affirmative case for the necessity of its proposed model of gang
data collection.

63

Office of Inspector General, “Review of the Chicago Police Department’s ‘Gang Database,’” p. 53.
Chicago Police Department, “General Order G10-01: Gang Violence Reduction Strategy,” February 8, 2019,
accessed January 28, 2021, http://directives.chicagopolice.org/directives/data/a7a57bf0-136d1d31-16513-6d1d382b311ddf65fd3a.pdf.
65
See Appendix A, Attachment #2
66
See Appendix A, question 20.
67
Office of Inspector General, “Review of the Chicago Police Department’s ’Gang Database,’” p. 137.
68
See Appendix A, questions 34–35.
64
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In sum, CPD maintained in April 2019, and still maintains, that collecting and accessing gang data
is essential to its crime fighting strategy.69 But CPD has now spent nearly two years relying on
data that the Department itself has publicly recognized to be deficient. Over that period, CPD has
not developed any new statement, in either policy or training, of the specific strategic value of
the gang information it proposes to collect in the CEIS.

69

See Appendix A, questions 1–2.
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FINDING 3: CPD HAS TAKEN SOME MEASURES TO
ADOPT COMMUNITY FEEDBACK ON ITS GANG DATA
COLLECTION, BUT BY LEAVING AN OUTDATED
VERSION OF THE CEIS DIRECTIVE ON ITS WEBSITE
FOR APPROXIMATELY EIGHT MONTHS AND FAILING
TO MAKE ITS REVISION PUBLIC, CPD MAY HAVE
MISLED THE PUBLIC WITH RESPECT TO A KEY POLICY
CONCERN
OIG finds that CPD has been partially responsive to some concerns raised by the public with
respect to General Order G10-01-03 but is not in a position to fully address those concerns until
it makes further progress on operationalizing the CEIS. Furthermore, on a key policy question of
significant public concern—clarification of the criteria by which individuals could be entered into
the database—CPD risks misleading the public with respect to its most recent policy position. By
leaving the outdated February 2020 draft of General Order G10-01-03 up on its website for
approximately eight months—between July 2020, when a revised version was completed, and
March 2021, when the outdated version was finally removed from CPD’s website—CPD failed to
render transparent its evolving position on the circumstances under which an individual may be
entered into the prospective CEIS.

A.

MEASURES TO ADOPT PUBLIC FEEDBACK

CPD had a formal, two-month public comment period after the release of its first draft of
General Order G10-01-03 in April 2019, yielding 421 comments. The changes in the next two
versions of G10-01-03 reflected some, but not all, of the community concerns raised during the
comment period.
In CPD’s September 2020 response to OIG’s written inquiries, CPD stated it had “conducted a
series of meetings with public stakeholders to discuss the CEIS, its changes, and the new controls
meant to address issues…held after the feedback period” to review the proposed creation of the
CEIS.70 In a December 2020 interview with OIG, personnel from CPD’s Office of Community
Policing acknowledged that some community meetings discussed the topic of the “gang
database,” but no community meetings had been scheduled specifically on that topic between
April 2019 and early February 2020.
In association with the release of the revised draft General Order G10-01-03, CPD hosted two
public community meetings at City Hall in late February 2020. A senior advisor in the Mayor’s
Office and a civilian manager in CPD’s Office of Community Policing both stated that further inperson community meetings being considered on the subject of the CEIS were derailed by the
70

See Appendix A, question 47.
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onset of the COVID-19 pandemic in March 2020. The civilian manager stated in December 2020
that CPD was continuing to hold community engagement meetings online, and they were hoping
to do some small, in-person focus groups in the future. The civilian manager further stated that
they “believe[d] CPD was committed to continuing community conversations” about the new
system as it rolls out and becomes operational.
Personnel in the Office of Community Policing identified three elements of draft General Order
G10-01-03 that they believed most directly reflected CPD’s responsiveness to community
concerns: (1) a more accessible appeals process; (2) the inclusion of a “sunset period” of five
years on the database, after which individuals’ gang identifications could be eligible for removal;
and (3) clarification of the criteria by which people could be entered into the database. OIG’s
independent review of the public comments received in April and May 2019 confirms that each
of these three issues were significant concerns for community members. OIG identified at least
11 public comments addressing the appeal and/or removal processes and at least 12 public
comments questioning the validity of CPD’s proposed criteria for inclusion.71 On the first two of
these topics, CPD has been partially responsive to public concerns in its drafting of successive
iterations of General Order G10-01-03.
The first area of community concern identified by personnel in the Office of Community Policing,
as addressed by draft General Order G10-01-03, is the accessibility of the appeals process. In the
April 2019 draft of G10-01-03, in order to access or appeal their Status Identification, a person
would have to “make a request at the Access and Review Unit, Records Division, located at Public
Safety Headquarters, 3510 South Michigan Avenue, 1st floor, Monday through Friday, 0800–
1500 hours, excluding holidays.”72 In the February 2020 and July 2020 drafts of G10-01-03, CPD
expanded the times and locations where people could request their Status Identification to
include, in addition to Public Safety Headquarters, the City Clerk’s Office, or one of five CPD
district stations, the latter of which are open 24 hours a day and 7 days a week.73 This change is a
significant improvement in accessibility of information about one’s status, a prerequisite to being
able to make an appeal. As for accessibility of the appeals process itself, in the February 2020
and July 2020 drafts of G10-01-03, CPD transferred the responsibility for managing the appeals
process to the Police Board, and along with it, the responsibility of determining rules governing
the appeals process.74 CPD’s Fact Sheet, published in February 2020, states that “procedures for
how to appeal to the Chicago Police Board, and how those appeals will be handled by the board,

71

Other topics of high interest in the public comment period included: access to the proposed CEIS database by
third parties entities, in particular ICE (at least six comments); the prospect of CPD’s continued reliance on its old
gang data (at least three comments); and the questionable strategic value of CPD’s gang data collection plan (over
90 comments, many employing template language suggested by the plaintiffs in Chicagoans for an End to the Gang
Database et al. v. City of Chicago et al.).
72
See Appendix D. Chicago Police Department, “General Order G10-01-03: Criminal Enterprise Database,” April 11,
2019, IX.C.1.a.
73
See Appendix E. Chicago Police Department, “General Order G10-01-03: Criminal Enterprise Information System,”
February 2020, IX.B.1.
74
See Appendix E. Chicago Police Department, “General Order G10-01-03: Criminal Enterprise Information System,”
February 2020, IX.C.2.b.
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are being developed now.” Since then, neither CPD nor the Police Board has publicly released
further information on the rules or procedures that will govern that appeals process.
The second area of community concern identified by personnel in the Office of Community
Policing, as addressed by draft General Order G10-01-03, is the long retention of gang
identifications in CPD’s database. In the first iteration of G10-01-03, released in April 2019 at the
start of the public comment period, CPD already included a five-year “sunset period” provision.
That first draft of G10-01-03 provides, “An individual is eligible for removal when he or she has
not committed any act in furtherance of gang or criminal-enterprise-related activity or has not
been arrested, charged, petitioned for delinquency, found delinquent, or convicted of a
qualifying criminal offense within the past five years.”75 The successive drafts of G10-01-03 from
February 2020 and July 2020 strengthen this language by modifying the passage to read, “A
person’s Status Identification and other records pertaining to the person will be removed from
the Criminal Enterprise Information System…when he or she has not committed any act in
furtherance of gang or criminal enterprise-related activity or has not been arrested, charged,
convicted, petitioned for delinquency, or been found delinquent of a qualifying criminal offense
within the past five years.” (Emphasis added.)76 With this five-year “sunset period” provision in
the draft policy, CPD has proposed a mechanism for limiting its retention of outdated gang
identification information.
However, the public comments raised important questions about how the “sunset period”
provision will work in practice, which CPD is not yet equipped to answer. One public commenter
posed the question, “What happens if a person is removed from the proposed gang database
but this information is not communicated to other law enforcement agencies in situations where
they may have been involved in a case or investigation?” Others asked what use might be made
of the “historical records” that G10-01-03 notes “will be maintained in source data systems, as
appropriate, and subject to federal, state, and local laws.”77 As noted above in Finding 1, CPD has
not yet made progress on its plans for auditing the information in the CEIS or its plans for
managin internal or external access. Until those processes are worked out, questions will remain
open as to whether the “sunset period” provision will provide meaningful protections.

B.

CPD RISKS MISLEADING THE PUBLIC ON A KEY AREA OF CONCERN
BY HAVING LEFT AN OUTDATED DRAFT OF ITS GENERAL ORDER
ON ITS WEBSITE FOR APPROXIMATELY EIGHT MONTHS

The third and final area of community concern identified by personnel in the Office of
Community Policing was clarification of the criteria by which people could be entered into the
75

See Appendix D. Chicago Police Department, “General Order G10-01-03: Criminal Enterprise Database,” April
2019, VIII.A.
76
See Appendix E. Chicago Police Department, “General Order G10-01-03: Criminal Enterprise Information System,”
February 2020, VIII.A.
77
See Appendix E. Chicago Police Department, “General Order G10-01-03: Criminal Enterprise Information System,”
February 2020, IX.C.6.
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database. As noted above in Finding 1, the provision for how district law enforcement officers
may make an entry into the database has changed across each of the three successive drafts of
General Order G10-01-03. The February 2020 draft narrowed the conditions under which an
individual could be entered into the CEIS by district law enforcement officers by limiting entry to
the completion of an Automated Arrest Report. By introducing this change between April 2019
and February 2020, CPD moved toward responding to an area of community concern.78 One
commenter spoke directly to this issue: “I am hesitant about a government entity such as the
CPD recording individuals associated with a particular gang that have not yet participated in a
crime[.] I believe that serious constitutional issues that we have seen from the TSA’s
No[Fly]/Watch lists will also come up if such people are included in the database.” Critically,
however, this limiting provision was eliminated in the July 2020 version of the directive, which
CPD did not make public upon its drafting. Instead, the February 2020 version remained publicly
available for approximately eight months after July 2020, with no indication that it had been
superseded by a new draft.
Finally, it should be noted that CPD’s responsiveness to community concerns is in all respects
highly provisional, because as mentioned above in Finding 1, CPD has made minimal progress
toward an actual operational system. All policy provisions in draft General Order G10-01-03 are
subject to change, particularly when the system has not yet been built. Along with the issue of
the Automated Arrest Report requirement for entry into the database discussed above, a second
example pertains to the draft directive language about external agency access—another major
area of concern during the public comment period. Commenters expressed worry over which
agencies would be able to see the data and whether CPD could exercise any effective oversight
over what external agencies might do with it. In the April 2019 draft of G10-01-03, the clause on
“Authorized Use” provided that, “The Criminal Enterprise Database is available for use only by
Department members with authorized access acting in furtherance of a legitimate law
enforcement purpose.”79 In the February 2020 and July 2020 drafts of G10-01-03, CPD changed
this provision to read, “The Criminal Enterprise Information System is available for use only by
Department members and other law enforcement agencies with authorized access acting in
furtherance of a legitimate law enforcement purpose.” (Emphasis added.)80 By expanding the
contemplated scope of authorized access in the later drafts, CPD instituted a change in direct
78

Although the provision in the February 2020 draft of G10-01-03 was one step toward addressing community
concerns, it is important to note that predicating entries into the CEIS upon an arrest is not equivalent to predicating
entries into the CEIS on a criminal prosecution or a criminal conviction. The fact of an arrest, and the generation of
an Automated Arrest Report, does not necessarily mean that the subject faced charges filed against them, much less
that they were convicted of a crime. Nor would the provision have ensured that individuals would only be entered
into the CEIS if there were probable cause to arrest them for gang-related crime. An arrest that precipitates an entry
into the CEIS could exist for an issue totally unrelated to gang activity. For example, under the provisions of the
February 2020 draft directive G10-01-03, a district law enforcement member could submit a Status Identification
following a shoplifting arrest, if the arrestee met the other criteria outlined in the draft directive for identification as
a gang member.
79
See Appendix D. Chicago Police Department, “General Order G10-01-03: Criminal Enterprise Database,” April
2019, XII.
80
See Appendix E. Chicago Police Department, “General Order G10-01-03: Criminal Enterprise Information System,”
February 2020, XII.
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contravention to the wishes expressed in the public comment period. But more concerning than
that is just how open-ended and ungrounded CPD’s policy plans for the CEIS still appear to be. As
noted above, the Department’s written response to OIG in September 2020 stated that, “CPD
has not yet determined whether third party agencies will have access to the CEIS.”81 This written
response came after CPD had expressly revised General Order G10-01-03 to allow for the
possibility of external agency access. The drafting history of G10-01-03 therefore may not be a
complete or reliable guide to the policy plans CPD has for the CEIS.

81

See Appendix A, question 29.
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CONCLUSION

In conclusion, CPD has fallen critically short in meeting the commitments it made in response to
OIG’s April 2019 findings and recommendations. The Department has failed to make significant
progress toward the operational development of the CEIS; since February 2020––when Interim
Superintendent Charlie Beck estimated completion within six to twelve months––CPD has not
committed to a timeline for completing the CEIS or issuing the final version of General Order
G10-01-03. For nearly two years, CPD failed to maintain clear managerial responsibility for the
project through staff departures and restructuring, and several critical policy issues relating to
the operation of the CEIS remain unresolved or underdeveloped. Meanwhile, CPD continues to
use old, flawed systems for gang data. Finally, while CPD has taken some measures to adopt
public feedback into its gang data collection, its maintenance of the outdated February 2020
draft of G10-01-03 as the public-facing version of record for eight months––without making
public that it had been superseded or the fact that circumstances under which an individual may
be entered into CPD’s records as a designated gang member may have been changed––could
have misled the the public on a matter of high concern.
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APPENDIX A: CPD’S SEPTEMBER 2020 RESPONSE TO OIG’S
FOLLOW-UP QUESTIONS
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ATTACHMENT #1 AS REFERENCED IN RESPONSE TO QUESTION 17:

ATTACHMENT #2 AS REFERENCED IN RESPONSE TO QUESTION 18:
CPD’s Strategic Plan, which can be found here: https://home.chicagopolice.org/wpcontent/uploads/2019/01/Chicago-Police-Department-Strategic-Plan-Plan-2019-January.pdf.
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APPENDIX B: CPD’S NOVEMBER 2020 RESPONSE TO OIG’S
FOLLOW-UP QUESTIONS
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APPENDIX C: AUGUST 31, 2020 COURT FILING BY THE CITY OF
CHICAGO IN CHICAGOANS FOR AN END TO THE GANG
DATABASE ET AL. V. CITY OF CHICAGO ET AL.
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APPENDIX D: APRIL 2019 DRAFT DIRECTIVE G10-01-03,
“CRIMINAL ENTERPRISE DATABASE”
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APPENDIX E: FEBRUARY 2020 DRAFT DIRECTIVE G10-01-03,
“CRIMINAL ENTERPRISE INFORMATION SYSTEM”
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APPENDIX F: JULY 2020 DRAFT DIRECTIVE G10-01-03,
“CRIMINAL ENTERPRISE INFORMATION SYSTEM”
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The City of Chicago Office of Inspector General (OIG) is an independent, nonpartisan oversight
agency whose mission is to promote economy, efficiency, effectiveness, and integrity in the
administration of programs and operations of City government. OIG achieves this mission
through,
•
•
•
•

administrative and criminal investigations by its Investigations Section;
performance audits of City programs and operations by its Audit and Program Review
Section;
inspections, evaluations and reviews of City police and police accountability
programs, operations, and policies by its Public Safety Section; and
compliance audit and monitoring of City hiring and human resources activities and
issues of equity, inclusion and diversity by its Diversity, Equity, Inclusion, and
Compliance Section.

From these activities, OIG issues reports of findings and disciplinary and other recommendations
to assure that City officials, employees, and vendors are held accountable for violations of laws
and policies; to improve the efficiency, cost-effectiveness government operations and further to
prevent, detect, identify, expose and eliminate waste, inefficiency, misconduct, fraud,
corruption, and abuse of public authority and resources.
OIG’s authority to produce reports of its findings and recommendations is established in the City
of Chicago Municipal Code §§ 2-56-030(d), -035(c), -110, -230, and 240.
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